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Security Metrics, Reporting to the Board

Ever tried to find good information security, information protection, information risk man-
agement, operational security risk management or cyber security metrics for reporting to
boards? It’s difficult. As part of Critical Infrastructure Protection, NERC has commissioned a
committee to define cyber security metrics for energy utilities in the near future, for exam-
ple. Is the CISO reporting metrics to the board, but the CIO isn’t? Is there an Enterprise Risk
Management function in the organization? How is operational and corporate risk reported
and is it aligned with IT Risk and Information Security? Heat Maps, Risk Trends, report by
domain, threats, vulnerabilities and impact? How should you present and what should you
present? Join Dan Higham as he explores defining a metrics program, to what level metrics
should be reported, industry trends, and what Boards care about. Dan will define metrics
and domains and explore different formats of reporting. Interested? Should you be?
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