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The More it Changes, the More it Stays the Same

This talk reviews some root causes of successful cyber attacks over the past 20 years. It
points out that the same root causes that were listed in 2000-2003 are still root causes in
2013. The talk asks the questions "Why haven't we fixed a single root cause in the past 10
years" and "What have we (security types) been doing these past 10 years?". Have we creat-
ed a cyber-security industrial complex? Examples of the state of cybersecurity will be given.
A straightforward strategy to address some of these root causes will be given.
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