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Network and Application Availability in an Evolving Threat Environment:

Attacks on network and application infrastructure are rapidly evolving and growing
in scope and breadth. Whether motivated by political, social or ideological discontent,
criminal intent or as instruments of state policy, multi-vector attack campaigns are highly
effective even though each attack vector may be well know and with recognized and avail-
able means of defending against them. Target organizations are at high risk; if any one at-
tack vector is successful the overall goal of the attack is successful. Attackers assume that
even if their target has deployed multiple protection tools, there may still be points of
weakness in the overall perimeter network security architecture and, therefore, the target
remains vulnerable. While most security environments focus exclusively on confidentiality
and integrity-based security models, minimizing latency should be a high priority for any
organization that must provide network and application availability. To effectively combat
emerging threats, all three security aspects - confidentiality, integrity and availability -
must be priorities to ensure comprehensive security. Organizations need to think beyond
defense and incorporate techniques that actively mitigate attacks rather than simply ab-
sorb and defend against attacks.
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