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WHO AM I?
CISO at VA Tech

• 35+K node network. dual stack IPV4, IPV6 network since 2006

• Multi-national – Main campus  (Blacksburg, VA), Remote campuses (Arlington, Norfolk, VA), 
Swiss, Indian, Egyptian campuses

My  IT Security Philosophy

All Security is Local

The Business Process trumps the Security Process

Learn the business process before imposing security requirements

Restrictive security practices cause worse problems overall

With SANS  Institute since 1992

I’m instructor #2
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WHAT I SAID: 1990’S – 2000’S

“Viruses, trojans and worms will never be eliminated. 
There is a multi-billion $ industry built to contain 
them.” - RCM 2002

There’s no economic incentive to eliminate the root 
causes of cybersecurity issues.
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THE WORLD TODAY (2002)

A tremendous amount of personal information is on the 
web.

Personal data protection is hampered by
Poorly designed vendor software
Lack of user, data custodian awareness
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BEWARE THE SOFTWARE LICENSE (2004)

Vendor license agreements do not favor the consumer. 
Duh!

EULA may be the popular solution for vendors to avoid 
being held responsible for security problems with their 
code.

Examples:  KaZaA license agreement; limitations of 
liability 
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MOST COMMON SECURITY MISTAKES MADE BY 
INDIVIDUALS (2001)

Poor password management

Leaving your computer on, unattended

Opening e-mail attachments from strangers

Not installing anti-virus software

Laptops on the loose

Blabber mounts

Plug and Play without protection

Not reporting security violations

Always behind the times (OS, application patches)

Keeping an eye out inside the organization
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V A  S E C U R E  P A N E L  - 8 / 0 9 / 0 2 13

13 THREATS TO VT (1996)

No System Administrator 
Training

PC, Mac Access control

Bad Operational Policies

Key Person Dependency

Bad Passwords

Internal Physical Security

External Physical Security

Cleartext data 
transmission

Data disclosure of 
confidential 
information

Forgery (spoofing) of 
data or email

Large Scale disaster - fire

Construction Mistakes



Cloud describes the use of a 
collection of services, 
applications, information, 
and infrastructure comprised 
of pools of compute, 
network, information and 
storage resources. These 
components can be rapidly 
orchestrated, provisioned, 
implemented and 
decommissioned, and scaled 
up or down providing for an 
on-demand utility-like model 
of allocations and 
consumption (2011)

The Network is the Computer 
(Sun Microsystems, 1997)
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CLOUD COMPUTING – THE NEW THING!
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BOTNET (20xx) DDOS – 1990s
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DDOS (1990S) -> BOTNET (2000S)

Black – C&C
Red – Scan info ( C )  M A R C H A N Y  2 0 1 1
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WHY AREN’T WE FIXING THE REAL PROBLEM?
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WE HAVE MET THE ENEMY & IT IS US

Major software vendor converts passwords to UPPER CASE, weak hashing of 
passwords

Major sites store passwords in the CLEAR!

http://www.plaintextoffenders.com

WWW application software with SQL Injection, XSS vulnerabilities

Some want to use your authentication systems 

Why are we still buying these products?
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CONVERGED SECURITY
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TRACKING INSIDE A BUILDING
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MISSION CONTROL, BUILT FOR CITIES
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“..metropolitan areas already use 
data-collection systems like 
sensors, video cameras and GPS 
devices. But advances in 
computing power and data 
analysis now make it possible for 
companies like I.B.M. to collate all 
this data and, using computer 
algorithms, to identify patterns 
and trends. 
http://www.nytimes.com/2012/03/04/business/ibm-
takes-smarter-cities-concept-to-rio-de-
janeiro.html?pagewanted=all
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IS AUTOMATED RESPONSE THE WAY?
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Address space changes how we must defend
 Automated defenses becoming the norm because of the address size and speed
 My bot can own your machine in 500 milliseconds; in that time you can set your 

coffee cup down.” – Dan Geer

“We can do nothing but turn over an increasing percentage of the tasks of 
cybersecurity to machines. In a sense, they’ve [machines] already won.” – Dan 
Geer

YES



THE PROBLEM

Huge amounts of data feeds require automated analysis and response

IPS, Stock trading programs, Air Traffic control

We can trigger bad response by tweaking inputs

We want security in the real world

We haven’t secured what we have already

Too expensive or institutional “laziness” 

Have we examined these surveillance technologies for security flaws?

Security is a process not just cybersecurity

Dealer service auto pickup example
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IPV6 ADDRESS VULNERABILITY EXPLOITED

Simple tracking a host throughout campus

Filtering target traffic was trivial
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IPV6 CHANGES THE RULES

IPv6 address size changes the rules 
10**19 addresses in a single IPv6 subnet
V4 Internet – 4 Billion addresses

DNS is REALLY critical

Sequential scanning of 1 IPv6 subnet takes ~10**10 years
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WE’VE BECOME A SURVEILLANCE SOCIETY
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SURVEILLANCE? WHY NOT? I’M NOT DOING 
ANYTHING WRONG
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WE’RE AFRAID TO TRAVEL WITH OUR COMPUTERS…..
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INDIVIDUALS VS. THE INTERNET
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GOVERNMENTS VS. THE INTERNET
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SKYNET – IT’S BEING BUILT 
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DRONE SWARMS
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ATTACK OF THE SWARMS
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THEN ED ASKED ME:

"Do you ever wonder if what we [security professionals] are 
building is the future surveillance society and what we are 
doing is evil?" He then asked "When you talk to your 
grandchildren, will you be able to tell them what you built?“

Things that make you go “hmmmmm…….”
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SOLUTIONS

Do something to fix the problem rather than measure compliance

Attach security riders to  software purchase orders

Is the product vulnerable to OWASP Top 10, SQL Injection, XSS, etc.?

Design  security into systems.

Not convenient for users? Tough.

Beware of the cloud if it’s outside your “border”

How does the cloud vendor  deal with the 14 domains found at the Cloud Security 
Alliance’s Security Guide ? 
https://cloudsecurityalliance.org/guidance/csaguide.v3.0.pdf

Train your staff at their level or expertise

User->MGT->technical staff
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CONTACT INFORMATION

Randy Marchany

VA Tech IT Security Office & Lab

1300 Torgersen Hall

VA Tech

Blacksburg, VA 24060

540-231-9523

marchany@vt.edu

http://security.vt.edu

Twitter: @randymarchany

Blog: randymarchany.blogspot.com
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