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Anatomy of an Attack
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Operation Digital Tornado:
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.2° radware 2012: Year of the DNS Attack

Time Stamp Standard Query

L 8:56 PM
WP \ e ) 8:56 PM vihugot.info
A —_> Q | _:I 8:56 PM vowebuc.info
=B / ' 8:56 PM geguwag.info
Al iy -Recursive Queries 8:56 PM kevycyd.info
‘”’"@ﬁ«fﬁ?} *DNS Query Flood -gzgvz:azzzgzr:ci and 3:56 PM gohakow.info
*Sources Spoofed bandwidth impacts 8:56 PM cicevut.info
Al 4 8:56 PM wexyral.info
8:56 PM hacakoz.info
) 8:56 PM lyrevyn.info
« 1M DNS Queries per second for 8:56 PM tucidyp.info
random domains which the servers 8:56 PM xugevyj.info
were not authoritative 8:56 PM sivajob.info
e Servers initiated recursive queries, 8:56 PM lygolan.info
but consumed an impossible amount 8:56 PM ryhodyl.info
of recursive service resources :fgg Em jejycex.info
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Security Confidentiality,

a mainstream adaptation of the
“need to know” principle of the
military ethic, restricts the
access of information to those
systems, processes and
recipients from which the
content was intended to be
exposed.

~ Security Integrity
in its broadest meaning refers
to the trustworthiness of
information over its entire
life cycle.

Security Availability

is a characteristic that distinguishes information objects
that have signaling and self-sustaining processes from
those that do not, either because such functions have
ceased (outage, an attack), or else because they lack such
functions .
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Data Leakage
Protection

2005
Ameriprise
Financial
24M Lost

2006
Boeing 386K
Dept. of VA 29M

Social
Engineering
Protection

2007
TJ Maxx 45M The
Gap 800K

IPv6 Encapsulated

in IPv4
MITB
Attacks

2008
Countrywide 17M
GE Financial 800K

Compliance
Oriented
Activity

Hash Attacks
SSL Attacks
Attacks 3DES
Attacks

Attacks O/S Exploits

PPTP Attacks

AES

2009
Heartland 100M
Rock You! 32M

Enterprise

- 2010 +/-
Encryption RSA 2-Factor Encryption &
Token Hack Authentication

Weaknesses

Application
Exploits
Network
Exploits

L2LP Attacks

2011

Database Sony 100M
Security HB Gary - FBI Attacks

2011 - 2012
AES Hack
Apple —12M

TLS Attacks
EAP Attacks
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Hardware
Security
Modules (HSM)

2002
SSH2 Hack

Federated

2006
SSL/TLS 2008 Identlty
Plaintext Attack US CERT: MD5 Management

Hash Insecure

2009
Encrypted Kernel
Exploit Discovered

Multi-Factored
Authentication

Fraud & Scams

the-Middle
ARP
Attacks

2010
PCI: Kiss your
WEP Goodbye!

Public Key
. Infrastructure
0/S Exploits Unauthorized Dec 2010
Authentication NIST: 1K Certs Not
Recommended

Transmission
Encryption Weaknesses

Application
Exploits
Network
Exploits

Network
Access Control

2011
Browser Exploit
Against SSL/ TLS
(BEAST) Released

Fraud Detection
/ Hash
Checksums

Nov 2011 -
THC — SSL
Attack Released

Defenses
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The Security Trinity




ICMP Floods
TCP Fragment
Floods

IGMP Floods
ACK Floods

Application
Exploits

Network
Exploits

TCP FIN Floods
HTTP POST
Floods

Business
Logic

HTTP GET Sessi
Page Floods SSL Attacks SIP Attacks ession
N

— Attacks
‘-\ Memory sQL Concurrent DNS Query
. Allocation Attacks Attacks Connection Attacks Floods

Brute Force TCP SYN Floods TCP Out-of-
Attacks State Floods

e Jun 2012

™ — | 2 AT&T DNS
Feb 2010 R-U-Dead- Outage & L3 ISP
Operation Titstorm: Yet (RUDY Outage Attacks

Australian
Government Outages Jun 2011
Nov 2010 Operation AntiSec
June 2011 AZ Department of

Operation Payback .
Public Safety Down

Visa, MasterCard +
other outages

Apr 2011
Operation Sony
Play Station.com

Outage, Leaked CCH#

Operation Iran
Iran Government

Outages, Leaked Black / White

/" Hardware-Based Emails, Hacked IT / Access

Volumetric Control Lists

Protections

_ - Challenge /
Web-Application Behaworz_:ll Architecture Response
Firewall Technologies Improvements Technology



[
o I'adwal'e Size Does Not Matter. Honest.

The impact of
application flood
attacks are much more
severe than network
flood attacks

10 Mbps -
100 Mbps
100 Mbps -

76% of attacks
are below
1Gbps!

. Application Attacks - Network Attacks dj;;; Sl
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The Evolving Threat Landscape
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o radware A Growing Problem

Data Breaches (incidents each month)*
m =1 incident

SNEEEEEEER

*Personal information beyvond name or e-mail address,
such as Social Security, financial or medical data, was exposed.
Simple usermame or e-mail breaches are not included.

EEERER

EEEEEE

Methods Used
to Get Data

Unknown

@ Virus

@ Mail interception

@ E-mail interception or leak
Web search

P Trash recovery of digital
device or paper record

Lost digital device or
paper record, opened

Fraud or scam

@ Theft of digital device
or paper record

Hacking of database

ENEENNEE
NENRERE
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|:| Vandalism and Publicity . Financially Motivated
E Blending Motives

LS

Attack Motivation

LulzSec
Sony, CIA, FBI

|:| ‘Hacktivism Dec 2010 Mar 201

Operation Net
Payback D

Attack
Risk
A

2003
(Installed Trojan) |:|

2001
Slammer

ttacki ite slfepublican
|:| (R nz%%QL S website DoS

201E|

IMDDOS
(Botnet)

Mar 2011
Codero DDoS /

N

Mar 2011
Operation
Payback Il

[]

Mar 2011 DDoS
Wordpress.com

o

Georgia Web sites




Hacktivism - Becomes More

* = dware Campaign-APT Oriented

= Complex: More than seven different attack vectors at once
= Blending: both network and application attacks
= Targeteering: Select the most appropriate target, attack tools,

= Resourcing: Advertise, invite, coerce anyone capable ...

= Testing: Perform short “proof-firing” prior to the attack

* Timeline: Establish the most painful time period for his victim

«c £ KX

Slide 20



Hacktivism - Becomes More

* = dware Campaign-APT Oriented

* Duration: 20 Days

* More than 7 Attack vectors
* “Inner cycle” involvement
Attack target: Vatican

 Duration: 3 Days

» 5 Attack vectors
* Only “inner cycle” involvement
* Attack target: HKEX * Duration: 6 Days
* 5 Attack vectors
« Duration: 3 Days * “Inner cycle” invol\/_ement
« 4 Attack vectors Attack target: Israeli sites

* Attack target: Visa, MasterCard

c 53X

Slide 21



** radware The Anonymous Arms Race

Network Application Flood Low & Slow Vulnerability Based
UDP Floods Dynamic HTTP RUDY Intrusion Attempts
SYN Floods HTTPS Floods Slowloris SQL Injection
Fragmented Floods Pyloris #Hrefref

FIN + ACK xerex



efradware The Impact

Confidentiality

Integrity

VISA
Habbo Hal Turner Project Epilepsy AllHipHop No Cussing ZogiIcrt?gri]an Operation Operation Oregon Tea Overation Pavback Avenge Ope
Chanology Foundation Defacement Club Protesis Didgeridie Titstorm Party Raid P y Assange Bre

2007 2008 2009 2010
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2°Ma dwal-e APTs & Zero-Day Resoluﬂon
Intensifies

Backdoor.Briba

Trojan packer .
Packed with
Packed with

Packed with Used to drop

Used to drop gate-usa.com

Trojan.Hyd
rojan.rydraq Backdoor.Vasport

Backdoor.Naid

Payload connects to

Used to drop Used to drof Payload connect to

/ &

- N 7 p N = D N
|CVE-2010-0249 | (CVE-2010-2884) (CVE-2011-0609) (CVE-2011-0611) (CVE-2012-0779| (CVE-2012-1875 |CVE-2012-1889 | |CVE-2012-1535 |

=
\ 5
\ !-._ ':. / \
\ \ ' Exploit uses  Exploit uses

~ Exploit uses
Exploit uses Hosted on

Used to drop

Payload /| Hosted on

\ URL Encoding for SWF file
~ Documents and payload encoding with

\\\\\
Hosted on

—

Payloa

0x95 Encoding
T~ Hosted on

I Amnesty Compromise
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°°ra dwal-e Network & Application Attac.ks
Coexist

e Volumetric network level P Network

* Application level , Encrypted
* Low & Slow

. .. > Server
* Directed Application DoS
* Intrusions | :
» Web attacks (injections, XSS,...) : >  Application

Application Network
54% 46%

Business

TCP - SYN Flood
e



.2 radware Defense Blind Spot Map

Data-At-Rest
Protections
(Confidentiality)

Data-At-Endpoint
(Confidentiality)

Data-In-Transit
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Network Infrastructure
Protection (Integrity)

Application
Infrastructure
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Volumetric Attacks
(Availability)

Non-Volumetric
Resource Attacks
(Availability)
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DoS Defense
Component

Network devices

Overprovisioning

Firewall and network
equipment

MNIPS or WAF security

appliances

Anti-DoS box (stand-
alone)

ISP-side tools

Anti-DoS appliances
(ISP-connected)

Anti-DoS specialty
provider

CDN

Vulnerability
Exploitation

Mo

MNo

Gartner Sep 2012: Anti-DoS

Network
Flood

No

Yes,
bandwidth

No

Infrastructure
Exhaustion

Some

Yes, infrastructure

Mo, usually part of
the problem

Yes

Rarely

Yes

“BlindSpot”

Target
Exhaustion

Some

Yes, servers and
applications

Some

No, NIPS resource
may be exhausted
before the target's

Yes

Rarely

Yes

Somewhat —
limited to common
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DoS Defense
Component

Network devices

Overprovisioning
Firewall and network
equipment

MNIPS or WAF security
appliances

Anti-DoS box (stand-
alone)

ISP-side tools

Anti-DoS appliances
(ISP-connected)

Anti-DoS specialty
provider

CDN

Vulnerability
Exploitation

Mo

MNo

Gartner Sep 2012: Anti-DoS

Network
Flood

No

Yes,
bandwidth

No

Infrastructure
Exhaustion

Some O
Yes, infrasomre

Some O
Mo, usuallygart of
the proble‘
Yes

Rarely

Yes

“BlindSpot”

Target
Exhaustion

Some O
Yes, sewerOnd
application
Some O

No, NIPS r urce
may be ex ted
before the target's

Yes 0
Rarely .
Yes 0

Somewhat
limited to
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3 dwal-e What We Should Work Toward

e 100% Architecture Protection. Varied Deployment
Models.

 Understand the behavior beyond protocol and content
e |t's an eco-system....collaboration is key
 Emergency response & triage: Practice cyber war rooms

* |Integrate offense into your security strategies.

Slide 30
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*radware Perimeter Defense Planning

Any gap in coverage
represents a vulnerability.
That will be exploited.
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»2°ld dwa e Mapping Security Protection Tools

DoS Protection

IP Reputation
WAF S Large volume network flood attacks

NEtWQ!rk O\‘ Network scan
O\ Intrusion

\ SYN flood
Server <
\ “Low & Slow” DoS attacks
. N Port scan
e -
Applicatio p) Brute force attack
\ Intrusion, Malware
<€
O ) High & Low rate application DoS attacks
; Web application attacks
Business .e —
(e.g. XSS, Injections, CSRF)
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." ra dwa re Attack Mitigation Perimeter Scrubbing Model

Volumetric DoS

Protection
Network & DoS/DDoS Clean
Flood Attacks Environment

Network-Based Behavioral-Based User-Based Application Signature-Based
Protection Protection Protection Protection Protections &
Reputation Engine



-4 Emergency Response Teams &
o
Existing LeI:eIaofd ware Cyber War Rooms

skills A

Lack of Expertise

N

>
Get ready Attack Time Forensics
* Audits * Emergency Respons » Analyze what happened
* Policies Team that “fights” * Adjust policies
» Technologies » Adapt new technologies

 Required expertise during attack campaign

— Complex risk assessment

— Tracking and modifying protections against dynamicatly evolved attacks
— Real time intelligence — Strategy
— Real time collaboration with other parties

— Counter attack methods and plans
— Preparation with cyber “war games”

Slide 36
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Protected Service
Datacenter Providers Attackers
Perimeter Perimeter Perimeter

Key Notes:

- Counter Attack’s Comeuppance is Upon Us

- Key IR Assumptions are wrong — e.g. Law enforcement

- Attack Mitigation Talent is Low. Knowledge must increase.

- Corporate Policies are IR not ERT focused
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** radware Recommendations

. Assess DDoS vulnerabilities

Look beyond large attacks

Plan ahead — Can’t stop attacks without a game plan

. Secure potential bottlenecks — Which of YOUR devices will fail first?

. Watch what’s happening on the network — Do you have signals?

Be aware of all threat surfaces - including mobile phones

Beware of application-layer attacks - Not just DDoS anymore

. Watch for blended attacks

. Partner up with companies that know how to counter attack
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O'REILLY
ANSWETS o soons

Home Shop Radar: Mews & Commentary Answers Safari Books Online Conferences School of Ted

Trending Topics: mobile  jos  coredata scratch  web ipad php WebGL  More. .

DDoS school server?

w5 Asked by misterfox

Posted Dec02 2011 08:35 PM

T,
:.E'.._:

v IBEWS

| am attempting to figure out how to effectively DDoS my high school's server (the server hosting the internet connection to
every computer in the schoal). | have LOIC and a few friends who will join me with LOIC, but I'm not so sure about the target
The IP address of the server is- 10.88.0.13:1347

| understand the first 4 numbers, but the :1347 at the end is confusing me. What 15 that? do | need it to effectively target
LOIC?

MOTE- I'm doing this as a senior prank for 1 day, Please don' tell me not to do this. If you don't have any useful info, don't
answer my question!

Tags: LOIC DDoS server school hacking IP address
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Thank You

Howard Teicher
VP, Public Sector
Radware, Inc.

howardt@radware.com

Reputation
Engine
IPS WAF
AMS
NBA Anti-DoS
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