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The following is a preliminary analysis from the Multi State Information Sharing and Analysis Center
(MS-ISAC) of the Microsoft security bulletins issued on July 11, 2006. This analysis is based only on
the information Microsoft provided and therefore may be subject to change as more details emerge.
There is more information at the Microsoft and US-CERT sites.

(MS06-033)
Vulnerability in ASP.NET Could Allow Information Disclosure (917283) -

Primary Attack Vector: Malicious user access to website using application folders.

Public Exploit Available: No, there does not appear to be the need for an exploit code, per se,
in order to take advantage of this vulnerability.

Assumptions: If a site contains sensitive information, web application configurations should be
regularly verified.

Recommendations: Patch servers containing sensitive information as soon as possible, others
can be patched during regular update cycle.

Advisory Candidate: No.

(MS06-034)

Vulnerability in Microsoft Internet Information Services using Active Server Pages Could Allow
Remote Code Execution (917537) -

Primary Attack Vector: Upload of malicious .asp file to web server.

Public Exploit Available: No

Assumptions: Most standard business usages would not require this type of access. Standard
best practices would prevent this from being exploited even if system was vulnerable as only

authorized users would have the ability to upload files.

Recommendations: Apply patch after testing during your next appropriate patch cycle.
Advisory Candidate: No

(MS06-035)

Vulnerability in Server Service Could Allow Remote Code Execution (917159) - Critical

Primary Attack Vector: Malformed NetBIOS packet.

Public Exploit Available: No.
Assumptions: NetBIOS traffic is dropped at the firewall of all organizations following best
practices. In default configuration XP SP2 and 2003 SP1 are not vulnerable. This is a real threat
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in terms of internal propagation if an exploit were to be released and then to get onto an internal
network via poor firewall configurations or mobile device policy.

Recommendations: Apply patch after testing as soon as possible.

Advisory Candidate: No

(MS06-036)
Vulnerability in DHCP Client Service Could Allow Remote Code Execution (914388) - Critical

Primary Attack Vector: Malformed DHCP Response from local subnet that exploits a buffer
overflow vulnerability.

Public Exploit Available: No.

Assumptions: Correct firewall configuration will not allow this attack to succeed from outside
the local subnet. Microsoft suggested mitigation of static IP addresses will not be feasible for
most complex organizations. In order to exploit, the attacker would have to be able to sniff on the
local network as well (although this is very doable, even on a switched network, it does add
some complexity and the steps needed to sniff on a properly segmented switched network that
may be detected by a properly aware security team).

Recommendations: Apply patch as soon as possible after testing.

Advisory Candidate: No

(MS06-037)

Vulnerabilities in Microsoft Excel Could Allow Remote Code Execution (917285) - Critical

Primary Attack Vector: Entice user to visit a malicious website or open a malicious attachment
in email.

Public Exploit Available: Yes, for two out of eight of the vulnerabilities.

Assumptions: Users in a workplace should have appropriate training to not open questionable

attachments or visit unknown websites. Multiple manual steps are required on the users’ part for

these to be successfully exploited.
Recommendations: Apply patch as soon as possible after testing.
Advisory Candidate: Update 2006-012

(MS06-038)
Vulnerabilities in Microsoft Office Could Allow Remote Code Execution (917284) - Critical

Primary Attack Vector: Entice user to visit a malicious website or open a malicious attachment
in email.

Public Exploit Available: Yes for one of the three vulnerabilities identified in the advisory.
Assumptions: Users in a workplace should have appropriate training to not open questionable
attachments or visit unknown websites. Multiple manual steps are required on the users’ part for
these to be successfully exploited.

Recommendations: Apply patch as soon as possible after testing.

Advisory Candidate: No separate advisory. Please see Update Advisory 2006-012
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(MS06-039)
Vulnerabilities in Microsoft Office Filters Could Allow Remote Code Execution (915384) - Critical

Primary Attack Vector: Entice user to visit a malicious website or open a malicious attachment
in email.

Public Exploit Available: No.

Assumptions: Users in a workplace should have appropriate training to not open questionable
attachments or visit unknown websites. Multiple manual steps are required on the users’ part for
these to be successfully exploited.

Recommendations: Apply patch as soon as possible after testing.

Advisory Candidate: No separate advisory. Please see Update Advisory 2006-012

MS-ISAC

30 South Pearl Street, Suite P2
Albany, NY 12207

(518) 474-0865

7x24 CSAC 1-866-787-4722
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