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Despite its name, the term 
‘spyware’ doesn’t refer to 
someth ing used by 
undercover operatives.  

Also known as “adware”, 
spyware is a category of 
software that, when 
installed on your computer, 
may send you pop-up ads, 
redirect your browser to 

certain websites, or monitor the websites you visit. 
Attackers may also use spyware for malicious 
purposes. 

What is Spyware? 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

Don’t Be a Victim 

To avoid unintentionally installing spyware, follow these 
good security practices: 

 Don’t click on links or buttons within pop-up 
windows. To close the pop-up window, click the “X” 
icon in the title bar instead of a “close” link within the 
window. 

 

 Choose “no” when asked unexpected questions. 
Always select “no” or “cancel”, or close the dialog box 
by clicking the “X” icon in the title bar. 

 Be wary of free downloadable software. Don’t 
download programs from sites you don’t trust, and 
realize that you may be exposing your computer to 
spyware by downloading some of these programs. 

 Don’t follow email links claiming to offer anti-
spyware software. Like email viruses, the links may 
actually install the spyware it claims to be eliminating. 

 Adjust your browser preference to limit pop-up 
windows and third party cookies. This is a good 
security practice that will help minimize the risk of  
being attacked. 

Removing Spyware 

 Run a full scan on your computer with your anti-
virus software.  Set your anti-virus software to prompt 
you to run a full scan periodically. 

 Run a legitimate product specifically designed to 
remove spyware.  Popular products include Spybot 
Search and Destroy, Lavasoft’s Ad-Aware, Webroot’s 
SpySweeper, and PestPatrol. 

 Make sure that your anti-virus and anti-spyware 
software are compatible.  

The following symptoms may indicate that spyware is 
installed on your computer: 

 You are subjected to endless pop-up windows. 

 You are redirected to websites other than the one 
you typed into your browser. 

 New, unexpected toolbars appear in your web 
browser. 

 New, unexpected icons appear in the task tray at 
the bottom of your screen. 

 Your browser’s home page suddenly changed. 

 The search engine your browser opens when you 
click “search” has been changed. 

 Certain keys fail to work in your 
browser (e.g., the tab key doesn’t 
work when you are moving to the 
next field within a form). 

 Random error messages begin to 
appear. 

 Your computer suddenly seems very slow when 
opening programs or processing tasks (saving 
files, etc.). 

Have You Been Attacked? Fake Virus Notice 
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