
DTI  eSecurity News — Cyber Security Challenges On the Horizon 

 Mobile Devices and Apps: As 
the use of mobile devices 
continues to grow, so too will the 
volume of attacks targeted to 
these devices. Every new smart 
phone, tablet, or other mobile 
device provides another window 
for a potential cyber attack. 
Location-based mobile apps and 
games all pose potential threats. The risks include 
access to information such as physical locations and 
contact lists and the ability for the apps to download 
keylogging or program malware that eavesdrops on 
phone calls and text messages.  

 Hactivism: Attacks carried out as cyber protests for a 
politically or socially motivated purpose are expected 
to increase. Common strategies used by hactivist 
groups include denial of service attacks and 
compromise of user credentials to gain access to 
data, posting of emails, credentials, and other 
sensitive exfiltrated information. 

 Search Engine Optimization Poisoning: Cyber 
criminals continue to target visitors searching on the 
most popular keywords or sites and infect users via 
sites designed to look like legitimate news services, 
Twitter feeds, Facebook posts/emails, Linkedin 
updates, YouTube video comments, and forum 
conversations. 

 Social Engineering: Experts anticipate that, in the 
next 12 months, we will see a growth in fake registry 
cleanup, fake speed improvement software, and fake 
back-up software mimicking popular personal cloud 
services. 

 Advanced Persistent Threat: Whether focused on 
exploiting vulnerable networks for use as a storage 
location or relay point, or to gain insider information, 
cyber espionage will remain a consistent threat to 
networks. 

 Spear Phishing Attacks: Spear phishing is often the 
nexus to cyber espionage and will continue to grow. 

What Is In Store for This Year? 
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Last year, cyber security 
incidents included theft of 
intel lectual property and 
government data, hacktivism, 
malware targeting mobile 
devices, and a resurgence of the 

Zeus Trojan which targeted financial information. In this 
newsletter, we will highlight some of the challenges that 
threaten the cyber security landscape. 
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Questions or comments?  
E-mail us at eSecurity@state.de.us  

By using sound cyber security 
practices, users and organizations 
can strengthen readiness and 
response to defend against cyber 
security challenges and mitigate 
impacts of incidents. 

 Make sure encryption and password features are 
enabled on smart phones and other mobile devices. 

 Use strong passwords that combine upper and lower 
case letters, numbers, and special characters, and do 
not share your password with anyone. Use separate 
passwords for accounts, such as work and personal. 

 Do not use your work email address as a “User 
Name” on non work-related sites or systems. 

 Be cautious about all communications...think before 
you click. Do not open email or related attachments 
from sources you DO NOT know or trust.  

 Don’t reveal too much information about yourself on 
social media websites.  

 Turn on Location Services on your mobile device only 
when necessary. 

 Allow access to systems and data only by those who 
need it, and protect their access credentials.. 

 Learn to recognize a phishing website. Visit here to 
learn ways to identify a phishing website. 

What Can You Do? 

DTI eSecurity Newsletters are available to the public on the 
Delaware Cyber Security Internet web page. 

http://msisac.cisecurity.org/�
mailto:esecurity@state.de.us?subject=Questions%20or%20Comments%20on%20eSecurity%20Newsletter�
https://www.phish-no-phish.com�
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