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Questions or comments?  
E-mail us at eSecurity@state.de.us  

Cyber crime covers a broad 
scope of criminal activity 
using a computer. Common 
examples include identity theft, 
financial fraud, website 
defacements, and cyber 
bullying. At an organizational 

level, cyber crime may involve hacking  of customer 
databases and theft of intellectual property. 
Additional layers of defense are needed as cyber 
criminals become more sophisticated in targeting 
consumers, as well as public and private 
organizations. 

Produced in part from MS-ISAC  

Training and awareness are important first steps in 
mitigating cyber attacks.  So, what can be done to 
minimize the risk of becoming a cyber crime victim? 

 Use strong passwords. Use separate ID/
password combinations for 
d i f fe ren t  accounts .  Make 
passwords more complicated by 
combining letters, numbers, 
special characters, and by 
changing them on a regular basis. 

 Secure the computer. Firewalls are the first line of 
cyber defense by blocking connections from 
suspicious traffic. Anti-virus/malware software 
prevent viruses from infecting the computer. Anti-
spyware software blocks spyware from infiltrating 
the computer. Regularly update these defenses. 

  Secure mobile devices. Download applications 
from trusted sources. Do not store unnecessary or 
sensitive information on your mobile device. Keep 
the device physically secure. Keep your mobile 
device password protected. 

 Avoid being scammed. Never reply to emails that 
ask you to verify information or confirm your use ID 
or password. 

 Protect your data. Use encryption for sensitive 
files, and make regular backups of important data. 

 Protect your e-identity. Be cautious when giving 
out personal information on the Internet. Make sure 
websites are secure, especially when making 
online purchases. Enable privacy settings when 
using social networking sites.  

What Should We Do? What is Cyber Crime? 

The effect of a single, successful cyber attack can 
have far-reaching implications; including financial 
losses, theft of intellectual property, and loss of 
consumer confidence and trust. The overall 
monetary impact of cyber crime on society and 
government is estimated to be in the billions each 
year. 

What Are The Effects Of Cyber Crime? 

An ‘account takeover’ occurs 
when cyber criminals com-
promise a computer by 
installing malicious software, 
such as a “keylogger” applica-
tion, that is used to record key 
strokes, passwords, and other 
private information.  

What Is An ‘Account Takeover’? 
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