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DTI  eSecurity News — Website Certificates 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

When you trust a certificate, you are essentially trusting 
the certificate authority to verify the organization’s 
identity for you. However, it is important to realize that 
certificate authorities vary in strictness and 
thoroughness. By default, your browser contains a list of 
more than 100 trusted certificate authorities, which 
means you are trusting all of those certificate authorities 
to properly verify and validate the information. The level 
of trust you put in a certificate is connected to how 
much you trust the organization and the certificate 
authority. Before submitting any personal information, 
you may want to look at the certificate. 

Can You Trust a Certificate? 
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There are two ways to verify a website’s certificate in 
Internet Explorer or Firefox. One option is to click on the 
padlock icon. Some browser 
settings may not be configured 
to display the status bar that 
contains the icon. Also, 
attackers may be able to create malicious websites that 
fake a padlock icon and display a false dialog window if 
you click the icon. A more secure way to find 
information about the certificate is to look for the 
certificate feature in the menu options. This information 
may be under File > Properties or the security option 
within the page information. You will see a dialog box 
with information about the certificate. 

 Who issued the certificate. You should make sure 
the issuer is a legitimate, trusted certificate authority, 
such as:  

 
 
 Who the certificate is issued to. The certificate 

should be issued to the organization who owns the 
website. Do not trust the certificate if it does not 
match the name of the organization expected. 

 Expiration date. Most certificates are issued for one 
or two years. Be wary of organizations with 
certificates that are valid for longer than two years or 
with certificates that have expired. 

How Do You Check a Certificate? 

Bad guys on the Internet can create malicious websites 
that will secretly gather information about you. You can 
help protect yourself against these attacks by making 
sure a website encrypts your information and has a 
valid certificate. If a website has a valid certificate, it 
means that a certificate authority has taken steps to 
verify that the web address actually belongs to that 
organization.  

When you are on a secure website, your browser will 
check the certificate for the following. 

 The website address matches the address on the 
certificate. 

 The certificate is signed by a certificate authority 
that the browser recognizes as a “trusted” authority. 

If the browser senses a problem, a dialog box may 
appear that claims ‘there is an error with the site 
certificate’. This may happen if the registered name on 
the certificate does not match the site name, if you had 
previously chosen not to trust the company that issued 
the certificate, or if the certificate is expired. You will 
usually be given the option to examine the certificate, 
after which you can accept the certificate forever, 
accept it only for that particular visit, or choose not to 
accept it.  

Produced in part from US-CERT  

What Are Website Certificates? 

If you are unsure whether the certificate is valid or 
question the security of the site, do not submit personal 
information. Even if the information is encrypted, make 
sure to read the organization’s privacy policy first so that 
you know what is being done with your personal 
information. 
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