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Does Smartphone Security Really Matter? Suggestions for Secure Smartphone Usage

The short answer is...YES!

Whether you call them “smartphones”,
“handhelds”, “feature phones”, or
“pocket PCs”, iPhones, Androids, and
BlackBerrys are different from
traditional cell phones because they
are also microcomputers.

S yqp
& ‘:7 \\

Due to their popularity, enticing low
prices, rapid turnover, and new features, users can
often overlook the security fundamentals that apply to
networked computers. Since most smartphones lack the
level of security found on desktop or notebook
computers, smartphones are an easier target for bad
guys and malware. While we have yet to see an attack
on smartphones that rival the scale of PC attacks,
attempts are becoming more and more frequent.
Inattention to potential security threats can result in the
invasion of privacy, identity theft, inconvenience, the loss
of intellectual property, and the actual loss of money.

Produced in part from SANS

Your First Line of Defense

Set your phone to lock or time out
after a certain period of inactivity,
and require a password to get back
in. All of the major smartphone
operating systems support this
function.

You will want your password to be
something easy to remember and
easy to type since you'll enter it
frequently throughout the day.
However, the password should be difficult for someone
else to guess. Do not use anything containing your name,
information found on a driver’s license, or a number as
simple as “1234”.

Want to Learn More?

e Android e Blackberry e iPhone

e Passwords: Use a strong PIN, password, or
passphrase to protect contents on your device. If your
smartphone supports data encryption, we recommend
you use it.

¢ Email and Web: Email and web services carry the
same threats on a smart phone as they do on any
computer, including phishing attacks, malicious
websites, infected attachments, and scams. Limit
your browsing to well-known and trusted websites.
Use SSL encryption (https://) for browsing and
webmail whenever possible.

o Wireless Networks: Your smartphone may connect
automatically to wireless networks without you
knowing it. Keep optional network connections (e.g.,
Wi-Fi and Bluetooth) turned off except when you are
using them.

e Applications: Be selective
when buying or installing apps.
Be cautious/suspicious of ‘free’
apps, because they are free for
a reason (the reason could be
to access your data).

¢ Updating: Be sure to keep both your smartphone
operating system and your applications up-to-date to
protect your device against known threats.

e Documentation: Read the documentation and
terms of service for each software application before
you install it.

e Lost Smartphone: Attach an ID label to the back of
your device with your name, email address, and
alternate phone number. Many smartphones support
a locater service that queries the device’s GPS and
pinpoints its geographic location. Be sure to backup
your smartphone so you can restore its contents if
necessary. Treat your smartphone like a wallet.

e Wiping: Remote wiping allows you to erase
everything on your lost/misplaced device.
o Disposal: Be sure to erase all personal information

securely from your smartphone before it is retired or
re-deployed to another user.

Questions or comments?
E-mail us at eSecurity@state.de.us
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