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DTl eSecurity News - Erasing Sensitive Information from Computers & Media

Many types of sensitive information are stored on
computers or other external media. Before you retire or
donate an old computer, at work or at home, it is crucial
that the data is properly removed. Otherwise, you may
be unwittingly distributing sensitive data to the next
owner or an identity thief.

Simply deleting files is not enough. It may look like they
are gone, but with simple utilities, they can be easily
recovered. This newsletter provides some methods to
use to help prevent sensitive data from falling into the
wrong hands.

Is the File Really Gone?

Data can be stored electronically in multiple
formats and locations. When you delete a
file from your computer, it is placed in the
Recycle Bin. When you empty the Recycle
Bin, this does not actually erase the data
from your computer. While it does become
much harder to recover files once they are emptied from
the Recycle Bin, it is possible for a resourceful identity
thief to find your data using special file recovery
software.

Produced in part by MS-ISAC

Physically Destroy Media

Certain media can be read many times but can only be
written to once. Read-only CDs or DVDs that have been
used to ensure the unintentional erasure of
sensitive information should be physically »
destroyed, once the data is no longer
needed. Certain types of shredders are
capable of shredding CDs and DVDs.
However, if this type of shredder is not

available, safely breaking the device into four or more
pieces would be an appropriate destruction measure.

Media that does not have a need to be re-used or
contains sensitive or private data that cannot be “wiped”
should be physically destroyed.

Recycling or Donating Your Computer

Some of the data on your computer may include
personally identifiable information about you or our
citizens. Examples include date of birth, social security
numbers, pictures, criminal histories, and medical and
health information. If vyour F

computer or portable storage -'
device is being retired or replaced,
ensure that it has been erased or
“‘wiped”, so the data will not get
into the wrong hands.

Prepare your home computer for recycling or donation
by wiping the data using Department of Defense (DOD)
compliant software. Software that meets DOD
standards can be downloaded from the Internet free of
charge from reputable sources. Even if you think you
don’t have any secret or personal data, you should still
run the erasing application to erase hidden files,
cookies, and password data. Don’'t make it easy for an
identity thief to find your data.

Questions or comments?
E-mail us at eSecurity@state.de.us
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