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What Can | Do To Protect Myself?

—3P The use of credit cards to pay for goods and services is a common practice around the world. It enables
business to be transacted in a convenient and cost-effective manner. Unfortunately, for the consumer, using a

- credit card can open a door for the potential breach of the card holder’s information.

Be wary of emails requesting information.
Attackers may attempt to gather information by sending
emails requesting that you confirm purchase or account
information. Don't fall for them.

Verify the security of your online transaction.
When purchasing online, look for the “lock” icon on the
browser status bar, or be sure “https” or “s-http”
appears in the website’s address bar.

Use temporary account numbers for online
purchases when available. Some credit card
companies offer “virtual” or temporary credit card
account numbers for a secure and unique account
number for each online transaction.

Limit your online shopping to merchants you know
and trust. Verity questions about a merchant with the
Delaware Better Business Bureau or Federal Trade
Commission.

Monitor your bank and credit card statements.
Check your accounts regularly so you know when
something’s awry.

When using a bank debit card, choose to process
your transaction as a credit card whenever
possible. You will be protected from liability by the
same laws which protect credit card users.

Check your bill carefully before you sign. Everyone
can make mistakes.
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The Delaware Cyber Security Website was selected as the
top state government cyber security website in the nation.
Check it out for the latest cyber security news, events, videos,
and tools.

How Is My Credit Card Transaction Protected?

e When your credit card is swiped to
make a purchase, the information is
encrypted and transmitted directly
to the credit card processor.

o For online transactions, most merchants use a secure
server (https:) and an encrypted connection to the
customer. This helps prevent hackers from stealing
your information.

Process as Debit or Credit?

If you use a Visa/MasterCard Debit Card, you’re probably
familiar with merchants asking if you want to process your
transaction as a debit or a credit. What's the difference
between the two?
Debit:
¢ Refunds are usually given in cash.
¢ Your account is debited almost immediately.
¢ You must enter your PIN number to complete the
transaction.
Credit:
¢ Refunds are put back into your checking account
through your card.
¢ It may take longer to transfer the funds from your
account to the merchant.
¢ Transactions are routed through the Visa/
MasterCard network, giving you the protections of
a credit card transaction.
¢ Your ID and signature may be required.

New Gift Card Rules

New rules are in effect for gift cards sold on or after
August 22, 2010. A new federal law provides consumer
protection for expiration dates and fees.

For more information on consumer protection for gift
cards, read Paper or Plastic: What Have You Got to
Lose?

Questions or comments?
E-mail us at eSecurity@state.de.us
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