
DTI  eSecurity News — Responsible Behavior on the Internet 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

 Remember that whatever you post online is often visible 
to a larger audience than may be intended. This is 
particularly true on social network sites. 

 Do not copy information from the Internet and claim it 
as yours. This is plagiarism.  

 Adhere to copyright restrictions when downloading 
material; including software, games, movies, or music 
from the Internet. 

 Be cautious abut the information 
you choose to disclose. 

 Do not respond to any questions 
that make you feel uncomfortable. 

 Only use the computers that you are authorized to 
use. While it might be tempting to try someone else’s 
computer, unauthorized use is hacking and hacking is 
a crime. 

How Can You Be a Good Cyber Citizen? 
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The explosion of social 
networking and the 
sharing and posting of so 
much information online 
have changed the way we 
communicate. All of us 
are responsible for being 
good “cyber citizens” 
when we are online by employing the basic tenets of 
Cyber Ethics. Cyber Ethics are important at every level 
of computer use, from the novice user to the 
information technology professional. 

Produced in part from MS-ISAC  

The power of the Internet 
means that anyone can 
communicate at anytime, with 
anyone, anywhere. While this 
has benefits, there can also be 
n ega t i v e  c ons equ enc es . 
Anonymous posting to blogs, 
websites, and social media can encourage bad 
behavior by eliminating the need to stand behind the 
words used. Being online offers anonymity, which for 
some, can lead to expressing thoughts or feelings that 
would not be shared face-to-face. 

A significant issue of increasing concern is cyber 
bullying. Comments are magnified by the power and 
anonymity of the Internet. Developments in electronic 
media offer new forums for 
bullies. Actions can range in 
sever i ty  f rom crue l  or 
embarrassing rumors to 
threats,  harassment ,  or 
stalking. The effects can be far-
reaching and long lasting. 

Why Be Concerned About Cyber Ethics? 

Who Should Be Concerned About Cyber Ethics? 

 It keeps the Internet free from false and harmful 
statements. 

 It creates a culture of better and 
more reliable information. 

 It allows people to be given credit 
for what they’ve created. 

 It keeps your information private. 

Why is Being a Good Cyber Citizen Important? 

Produced in part from School Internet Safety  

DTI and our partner, the Verizon Foundation, are traveling 
statewide and speaking to 4th graders about cyber safety 
and citizenship. If you are interested in having your child’s 
school participate, please email eSecurity@state.de.us for 
more information and registration details. 

For more information about cyber bullying, 
read the MS-ISAC newsletter. 
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