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South Carolina State Government Breach 

In October 2012, the Governor of 
South Carolina announced a data 
breach in the Department of 
Revenue, exposing 3.6 million 
unencrypted Social Security 
numbers, 16,000 credit/debit card 
numbers, and tax records for 

657,000 businesses. South Carolina is spending $12 
million to offer credit monitoring and identity theft 
coverage for victims. 

HOW DID THIS HAPPEN? 
A malicious phishing email was sent to multiple 
Department of Revenue employees. At least one 
employee clicked on the embedded link, unwittingly 
executing malware, and their computer became 
compromised. This was followed by a two month attack 
on 44 systems using 33 unique pieces of malicious 
software. The attacker remotely accessed the 
Department of Revenue computers using at least four 
valid Department of Revenue user accounts. 

COULD THIS HAPPEN IN DELAWARE? 
Of course! 
Phishing is a hacker term that essentially 
means trolling for personal or financial 
information. In South Carolina, the employee 
simply clicked on one link in an email and the 
phishing attack was underway. 

WHAT IS YOUR PHISHING IQ? 
  Test yourself here. Want to learn more? 

What Can I Do? 
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Here’s a quick review of the best ways to defend 
against the dangers of phishing emails and clicking on 
links in unsolicited emails:   

1. Guard against spam. Be cautious of emails that: 
Come from unrecognized senders. 

Ask you to confirm personal or 
financial information or make urgent 
requests for this information. 

Aren’t personally addressed to you. 

Use threatening or upsetting language as a way to 
frighten you into providing confidential or personal 
information. 

2. Communicate confidential information only via 
secure websites. When conducting online transactions, 
look for a sign that the site is secure, 
such as a lock icon on the browser’s 
status bar or an “https:” URL.. 

3. Beware of phone phishing schemes. Do not 
divulge personal information over the phone unless 
you initiate the call. 

4. Do not click on links, download files, or open 
attachments from unknown senders. Open 
attachments only when you are expecting them, and 
know what they contain, even if you know the sender. 

5. Beware of links in emails and pop-ups that ask for 
personal information, even if they appear to come 
from an organization that you do business with. 

6. Remember that you may be targeted almost 
anywhere online, so always keep an eye out for 
“phishy” schemes. Never give in to pressure to give up 
personal information or confidential information.  

Questions or comments?  
E-mail us at eSecurity@state.de.us  
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