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Unintended disclosure is the 
accidental disclosure of protected 
information. This includes credit 
card numbers, social security 
numbers, medical records, or 
other personally identifiable 
information.  Disclosed information 
exposes data that can be used for identity theft or 
extortion.   

Exposing Information What can I do? 

 Limit access to your personal computer to only those 
individuals who require access. 

 Don’t store confidential information longer than necessary. 

 Protect data with encryption and access controls when 
appropriate, and adequately erase or destroy electronic 
storage devices.  

 Store, transport, and destroy confidential data 
responsibly. 

 When disposing of confidential documents, 
use a shredder instead of recycle bins or trash 
cans. 

 Keep portable data storage devices like 
laptops, CDs, blackberries, flash drives, and 
backup tapes in secured locations. 

Responding to an incident 

We are all responsible for information security, and reporting 
an incident is the right thing to do. Not only are you helping to 
limit the damage the breach may create, but you may be able 
to stop it from happening again. 

 Document what you know, what happened, when it 
happened, and where it happened, so the authorities have 
the most accurate information possible. 

 If you think your personal financial information has been 
compromised, contact the data holder to confirm the 
incident, and contact your financial institution or credit 
company to initiate protection mechanisms for your 
accounts. 

 Electronically 
Lost laptops, lost thumb drives, email exchanges, 
website attacks, lost backup tapes, or data storage 
exposures can cause unintended information disclosure.  

 Physically 
Discovering paper files in trash bins or recycle bins, 
overhearing phone conversations, and shoulder surfing 
can cause unintended information disclosure. 

How does it happen? 

. 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

Real life Example:  A citizen found personal details of 
U.S. Soldiers on a MP3 player bought second hand.  
Read the full story here. 
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