
DTI  eSecurity News — Protecting Data in Copiers and Printers 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

Individuals and organizations should review the 
following recommendations for printers, copiers, 
scanners, faxes, and multifunction devices. 

 Current Settings: Configure the devices to 
encrypt the data, if possible. 

 New Devices: Purchase/lease devices with disk 
encryption and immediate data overwriting 
capability. 

 Disposal: Remove or wipe the hard drive before 
disposal. 

How Do You Keep Data Secure? 
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The widespread use of networked printers has brought 
speed and convenience, but it has also introduced 
potential security risks. Modern copiers, printers, and 
multifunction devices have a hard drive similar to those 
found in PCs and laptops. Any document that has been 
printed or copied is automatically stored on the device’s 
hard drive. That means that these devices may 
permanently store sensitive data on the hard drive. This 
is often an overlooked security issue which could result 
in a data breach. 

 obtain data wipe/erase services to ensure 
complete removal of all written hard drive data. 

 use overwrite features that electronically “shreds” 
information stored on the hard disk. 

 use standard hard drive format options to clear all 
files, job logs, address books, customized user 
settings, and other data stored on the hard drive. 

 get a hard disk drive replacement. 

What about My Copiers? 

News coverage has highlighted the fact that confidential 
information can be recovered from printers, copiers, and 
multifunction devices after they are sent to surplus or 
returned to the vendor at the end of their lease.  

Social security numbers, birth certificates, bank records, 
income tax forms, medical records, and pay stubs with 
names have reportedly been found on these devices. 

Check out: “Digital Photocopiers Loaded With Secrets”. 

What Kind of Data Can Be Stored? 

Is Printing or Copying Your Data a Risk? 

Produced in part from MS-ISAC  

Be Careful Using Public Copiers 

If you use a public copier to copy sensitive 
personal information, you may leave yourself at 
risk for identity theft or fraud. Before you start to 
copy documents with sensitive information, pre-
check with businesses, local printing shops, public 
libraries, or other public places that security 
features are available on their copiers. 

Many measures, ranging from 
encryption to data loss preven- 
tion, are taken to protect data. 
However, one area is often over- 
looked, or at a minimum, is the 
least secured: printed output. 

Assume that any document that is printed or scanned is 
stored on the device. At a minimum, be aware that with 
the disposal of a printer, fax, copier, or scanner, there 
may be a hard drive containing images of all your 
documents.  

The hard drive should be se- 
curely wiped before it is given 
away or sold. If the hard drive 
is removable, remove the 
drive entirely and have it 
securely destroyed. 

If you print/copy/fax/scan sensitive 
information at work, contact your help 
desk to get more information on, and 
steps on how to: 

Visit the DTI Cyber Security website for previous issues of  
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