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DTI eSecurity News — Disaster Preparedness for Personal Information Assets

It is important to consider how to safeguard your
information in the event of a natural disaster, man-
made event, or even a system failure. This newsletter
will provide some steps that you can take to secure
your critical information and some best practices to
make information security a part of your daily routine.
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How Do | Safeguard Physical Forms of Information?

Store important documents in a secure
and preferably fireproof, waterproof,
and portable container. Copies of the
documents should be maintained at an off
-site location. The Federal Emergency
Management Agency (FEMA) recommends
you give extra protection to:

Insurance policies, wills, contracts, deeds, stocks and

bonds

e Photo IDs, passports, social security cards,
immunization records

e Bank account numbers

¢ Credit card numbers and companies

e Inventory of valuable household goods, important

telephone numbers
Family records (birth, marriage, death certificates)
Photocopies of credit and identification cards

What Should | Store In a Safe Deposit Box?

Originals of records to put in a safe deposit box include:

Birth certificate, death certificate, marriage certificates
Adoption papers, divorce and child custody papers
Passports/Social Security cards

Military records

Copies of drivers’ licenses

Mortgage/property deeds

Stock and Bond certificates

Car titles

List of insurance policies

Copies of power of attorney, living will, and other
medical power. (Do not keep originals in safe deposit box)
Trust documents
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What About Digital Information?

Digital forms of information include
items such as any family photos,
electronic billing and account
information maintained on your
computer, list of contact information for
family and friends, and any important
projects on your computer (family
budgets, retirement planning
information, or other items that are
difficult to rebuild or replace). It is
important to back-up this information.
Some back-up methods include:

e Flash drives and portable hard drives which can be
stored in your fireproof, waterproof, and portable
container or at a separate location (safe deposit box).

e Consider backing up your phone. Most major phone
providers and email services offer free or low cost
contact backup services.

How to Ensure Information Is Protected?

Saving and storing your information should be a regular
habit. You may not be able to store everything, but
make sure you protect critical information by saving it on
a regular basis. Tips for making sure you are keeping
information protected in the event of a disaster are:

Physical Forms

¢ When you change your insurance policy or update your
identification, make a copy and place in your
emergency storage that day.

e Twice a year, inventory your emergency storage and
remove out-of-date or non-relevant information and add
updated information.

e Once a year, check that documents at off-site storage
are up-to-date.

Digital Forms
e Back-up hard drive frequently (at least weekly).

e Annually, review all files on external storage; remove
ones no longer needed.

Questions or comments?

E-mail us at eSec

urity@state.de.us
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