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When Is the Last Time You Tuned Up Your Computer? 

Questions or comments?  
E-mail us at eSecurity@state.de.us. 

Check all products for current 
versions and updates. 

 Confirm “Automatic Update” 
settings are set properly. 
Confirm that applicable 
updates are installed and that 
you have current versions 
and updates for all products. 

 Confirm that your software licenses are 
current. 

 Run complete virus and anti-spyware scans on 
all drives. 

Update other frequently used software   programs, 
especially those that interface with the Internet. 

 Confirm “Automatic Update” settings are set 
properly, if applicable.  

 

Check for updates and remove unneeded 
programs. 

 Confirm that the “Automatic Update” settings 
are set to notify you when important updates 
are available. 

 Remove unneeded programs and “trial” 
software.  

Happy New Year! The beginning of a new year is a great time to “tune up” your 
computer. In addition to routine security updates, maintenance should be per-
formed at least once a year.  This will help ensure that your computer is operat-
ing efficiently, that appropriate software updates and settings have been applied, 
and that the risk of losing data has been minimized.  

Always perform a backup first, in case anything goes wrong during maintenance. 

 

Review, update and test your backup process.         
If you do not have a backup system at home, 
consider using a portable backup hard drive. 

Check your browser configuration to ensure you 
have appropriate secure zone settings. 

 Review your security settings for appropriate 
levels. The minimum level of security should be 
the default level which is set at Medium-High 
for the Internet zone (Internet Explorer).  

 Confirm “Automatic Update” settings for your 
browser are set properly (applied at least 
weekly or as available). 

 

Ensure that your hard disk is operating at peak 
efficiency. (Search online for “hard drive maintenance” for 
more information and tutorials.) 

 Scan your hard drive for errors. 
 Defragment your hard drive. 
 Remove old files and emails on your PC. 

Remember to empty the “Recycle Bin” and 
“Deleted Items” folder in Outlook. 

 Clean up your disk to remove cookies, temp 
files, cache, and history files. 
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