
DTI  eSecurity News - Security of Mobile Communications Devices 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

Small and relatively inexpensive, Blackberries, iPhones, 
and smart phones are widely-used multifunction 
devices.  They are used for voice calls as well as  text 
messages, emails, internet access, and even 
applications similar to those performed on a desktop 
computer.  

Personal, private, and/or sensitive information may 
accumulate or be accessed through these devices. 
Also, some of these devices may allow access to your 
home computer.  

 

My Mobile Device Does All This? 

Many people do not understand how 
vulnerable mobile devices are or how to 
deploy important security settings and 
controls.  

Depending on the functionality of your 
mobile communication device, the 
following steps should be taken to 
protect your device. 

 If the Bluetooth functionality is not used, disable 
this setting.  Some devices have Bluetooth enabled 
by default. If Bluetooth is used, be sure to change 
the default password for connecting to a Bluetooth 
enabled device. 

 Do not open attachments from sources you don’t 
trust. When opening unexpected attachments, you 
risk being exposed to malware. 

 Do not follow links from sources you don’t trust. 
You risk being infected with malware if you open 
links in unsolicited emails or text messages. 

 If your device is lost, report it immediately to 
your carrier.   

 Enable storage encryption. This will help protect 
data stored on your device in the event it is lost or 
stolen, assuming you have it password protected. 

 Beware of downloading any software to your 
device.  Malware is often disguised as a game, 
device patch, utility, or other alleged “useful” third-
party application. 

 Before disposing of the device, be sure to wipe 
all data from it.  Follow your organization’s policy 
for computer equipment disposal.    
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As these devices take on the characteristics of personal 
computers, they also inherit the same 
potential risks. While they offer many 
benefits and conveniences, they also 
pose risks to you and your organization. 

 The portability of the device leads to 
a higher likelihood of loss of the device. 

 When Bluetooth and/or wireless communications are 
enabled, these devices are subject to the risk of 
eavesdropping and hijacking. 

 Don’t visit sites purporting to offer free games or free 
ring tones.  There is a very good chance their games 
and ring tones contain malware, worms, or viruses. 

 If malware is installed on your device, a perpetrator 
can remote access to your device to listen and 
record all your calls, send text messages to the 
perpetrator whenever you make or receive a call, 
read all your messages, make calls on your behalf 
from your phone, access all the information on your 
phone, and enable the speaker functionally on the 
phone to listen in on conversations, even when the 
phone is not in use. 

 While reports of worms and viruses impacting mobile 
devices are relatively low, they are expected to 
increase in the future. 

What Risks Do They Present? 
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