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Securing Social Security Numbers Mobile Devices — Risks to the IT Equation

Mobile devices introduce risks and
challenges for security management.
The more capable these devices are
for accessing and manipulating data,
the more vulnerable they are to
hackers.

Widespread use of your Social Security
Number (SSN) is a major privacy concern.
Identity thieves need only your SSN and
{ date of birth to steal your identity. With
| incidents of identity theft increasing, it is as
vital to protect this information just as you
would crown jewels.

If printed material is sent by mail and contains social
security numbers, you should mask most of the Social
Security Number (***-**-***1),

If communications containing social security numbers
are sent in an email or email attachment, you should
protect it by sending this communication as an
encrypted email. But remember, NEVER include a
social security number on the subject line of an email - it
isn’t encrypted..

Produced in part from Baseline

WHY IS THIS IMPORTANT?

Check out this story about an email breach
concerning social security numbers.

Questions or comments?
E-mail us at eSecurity@state.de.us

Some suggestions to

manage mobility securely are:

1.

10.

Choose Devices Carefully: Only allow devices
that have built-in security controls on the network.

Turn on Encryption: Make sure encryption is
turned on for stored information within every device.

Require Authentication: Employ the password
function on the device.

Utilize Remote Wipe Capabilities: Give IT staff
the ability to remotely access and disable devices in
the event of loss or theft.

Run a Lost Phone Hotline: Set up a standardized
procedure for contact when a loss/theft occurs.

Control Third-Party Apps: Don't let arbitrary third-
party applications run on your device’s platforms.

Set Unique Firewall Policies: Control the types of
data that can be accessed via mobile devices.

Use Intrusion Prevention Software: Have your
intrusion prevention software examine ftraffic
coming through mobile devices.

Keep an Open Mind About AV: Pay attention to
advances in mobile device antivirus protection (AV).

Use Bluetooth Carefully: Recommend that users
disable Bluetooth when it is not actively transmitting
information.

Visit the DTI Cyber Security website for previous issues of

eSecurity Newsletters
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