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DTI eSecurity News — How to Avoid Getting Hooked by a “Phishing” Scam

Phishing is a scam, generally via ;\
electronic communication, which
attempts to entice or “bait” you into
providing personal information.
Masquerading as a trustworthy
source, the communication prompts
you to “bite” by providing personal
information, such as your social security number, bank
account number, or credit card number, and it may
also plant malicious software onto your computer.
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How Does Phishing Work?

Have you received an email, an instant message, or
another communication that just did not seem right?
This communication could very well be a phishing
scam.

Phishing scams try to “bait” you in a number of ways.
A malicious email could include:

» notice of an account cancellation
o a request to verify/update personal information
e notice of a purchase that you did not make

e just about anything else that would get you to
respond to the communication

The types of phishing messages are expanding every
day, so it is important to be cautious of any
communications you receive.

If the email communication, with its enticing subject line,
is the “bait”, what is the hook? The hook is getting you
to take some action that enables the phisher to get
personal information or gain access to your computer.

You may be “tricked” into visiting a fake website which
appears to be legitimate, or opening a virus infected
attachment in a suspicious email.

“Spear phishing” is a phishing attempt targeted at a
specific individual or at individuals in a specific
organization.

How Do | Know If It Is A Phishing Scam?

e If you receive an email that appears to be from a
legitimate business, requesting you to submit personal
information, it is most likely a scam.
Legitimate businesses do not send emails requesting
personal information.

e Use an Internet search engine to research the subject
line of a suspicious email, to help determine if that email
is a phishing scam.

What Can | Do to Avoid A Phishing Scam?

Phishing can also occur by a telephone call, where the
phisher will ask you to provide personal information.

e Be cautious about all ",
communications you receive. \ =
Think before you click. .

¢ If the communication looks too good
to be true, it probably is.

e If it appears to be a phishing
communication, do not respond.

e Do not click on any links listed in the email
message, and never open any attachments
contained in a suspicious email.

¢ Do not enter personal information in a pop-up screen.
Legitimate companies, agencies, and organizations
don't ask for personal information using pop-up
screens.

e To limit the chances of being redirected to malicious
sites, use bookmarks in your web browser for the
organizations with which you regularly communicate.

e Look for unauthorized S
charges or withdrawals on
your credit card and bank

statements/bills.

e Review your credit

regularly.

report

Questions or comments?
E-mail us at eSecurity@state.de.us
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