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DTl eSecurity News — Creating a Secure Password

Your password is a gateway to all of your important
information. If your password falls into the wrong hands, a
cyber criminal can impersonate you online, access your
bank and credit card accounts, sign your name to online
service agreements/contracts, engage in financial
transactions, or change your account information.

Many users do not take the
@ M necessary steps to create strong
M .

passwords. Simple password,
How STRONG IS YOUR PASSWORD?

such as 123456, password,

abc123, or your kid's name are
Test it using the Password Strength Meter.

easily cracked.

Longer Password is Stronger Password!

Which password is easier to remember?
2013WillBeaGoodYear! XVA34%ach

Studies suggest that users are more apt to remember a
Pass Phrase and experts agree that a long password is
one of the BEST things you can do to protect your data.
The longer the Password or Pass Phrase, the stronger
they are and harder to compromise.

or

Do You Store Your Passwords Securely?

Do you keep a list of passwords on scraps of paper or in
a document stored on your desktop or thumb drive?
Shame on you.

Instead, check out Password Safe, a tool where
passwords can be stored in “safe” databases. The
databases are encrypted and you only have to remember
one master password that unlocks your entire list of user
names and passwords.

AND IT Is FREE!

How Do You Create Secure Passwords?

Cyber criminals use automated tools to quickly guess
your passwords. To protect yourself, use passwords
that are difficult for others to guess, but at the same
time, easy for you to remember.

e Passwords should have
at least eight characters
and include upper case
and lower case letters,
numbers and symbols.
Longer than eight is
even better.

i shall vse st vong \msswwds.
i shall vse st vong passwovds.
i shall vse st vong passwords.

i shall vse st vong \mssv/ovds
1 Shall 193 M—VDM—‘)@bsv/Ovd

Avoid words and proper names, regardless of
language. Hackers use cracking tools that try every
word in a dictionary.

Change passwords regularly. Change your password
immediately if you believe your account has been
compromised.

Use different passwords for each account, taking
special care to ensure your work passwords are
different from your personal passwords.

Produced in part from MS-ISAC

How Do You Protect Your Passwords?

The key to protecting your passwords is to use long and
strong passwords that are hard to guess.
1
e
¢ Share your password with no one. Attackers
may phone you or send email messages to trick you into
sharing your password.

e Don't write down your passwords. Use a
password safe or vault program instead.

e Don't reveal your password on surveys, security forms, or
questionnaires.

¢ Decline the “Remember Password” feature in browsers.

Questions or comments?
E-mail us at eSecurity@state.de.us
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