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The Internet and Children

v The Internet can be an amazing
S - and wonderful place, but it can
. also be dangerous, especially for
children. Children are increasingly
getting access to the Internet
through laptops, smartphones,
and tablets. Without the proper
guidance, children and their parents or guardians
can find themselves in big trouble. There are major
dangers that children will face while surfing the net,
but there are ways to monitor and protect them from
those dangers.

What Dangers Do Children Face?

e Strangers may try to establish connections with
children and take advantage of them.
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Pornography

e Cyber bullying messages can be posted about
children that are harassing and carry
consequences that may carry over to school life.

e When online, children may come across
inappropriate content that is violent or has sexually
explicit content.

e Children may feel anonymous online and act
inappropriately and in ways they would not act in
person.

e Children may post too much information about
themselves which can lead to identity theft by
malicious individuals who are stealing information.

e Posting inappropriate or illegal content on their
websites can hurt them in the future. Once content
is posted, it is hard to remove.
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INTERNET SAFETY

Monitor them. Educate them. Keep them safe.

How Can You Protect Children?

While there are dangers out there, adults can help
protect children. Here are a few steps to help protect
children:

e Educate children. Talk to them about their online
activities and stay up-to-date with what they are
doing. Make sure a safe environment is created for
children to come talk to you.

e Use Web Filtering software that will help block
content that children should not see.

 Establish guidelines by making it clear what can be
done on the computer and how long they can be
on the computer.

e Teach children how to deal with cyber bullies and
report any incidents to the child’s school.

e Set up a separate computer for a child to use in
case an infection occurs, which will only be on their
computer.

o If a separate computer for a child is
not an option, put the computer
somewhere centralized. This way
an adult can keep better track of
what is going on, without closed
doors.

Questions or comments?
E-mail us at eSecurity@state.de.us
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