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What is a botnet? Is my computer part of a botnet?

A botnet (short for “robot network’), is
a number of internet computers that
have been set up to forward
transmissions (including spam or
viruses) to other computers on the
Internet. These computers are referred
to as zombies; they serve the wishes
of some master spam or virus originator from the central
“controller”.

Should | be concerned?

Botnets are a significant problem on the Internet. They
are a growing source for staging denial of service
attacks, stealing personal information for identify theft,
sending out email-based phishing attacks, and spam.
The compromised hosts or ‘zombies’ are often home
computers.

If your computer is infected with a worm or virus, the
chances are you may be part of a botnet.

Some of the symptoms of infection are:

e Your computer and Internet connection are slower

than usual.

Programs that used to run on your computer are
no longer able to run.

Your hard drive is spinning (making a noise) and
you are not using the computer.

If any of these symptoms are detected on your
computer, it may be an indication of an infection and
should be investigated further.

What can be done to protect your computer?

How does a botnet infection happen? The following recommendations will help

Botnet infections follow the same path as the typical
Internet worm or virus. Opening an attachment in an
email, visiting a malicious website, or downloading
malicious software often associated with “free software”
may result in malware being installed on your computer.
Once infected, the botnet software sends a notice to the
“controller”. Then, the controller can download
additional malicious software to the compromised host
and could end up with complete control of your
computer.

Examples of malicious software commonly associated
with botnets which may subsequently impact activity on
your computer are:

o Keystroke logger programs that specialize in
capturing all your key strokes and are adept at
capturing personal information.

Programs that are used to distribute spam.

Denial of service attack programs where the

botnet controller can summon ‘zombies’ to
overwhelm websites, computers, or entire
networks.

prevent your computer from becoming
part of a botnet:

v Never open an email attachment
unless you know what it is — even if
it is from someone you know and
trust.

v’ Do not visit websites you don’t trust.

v" Do not download free software from websites you
don’t trust.

v" Do not use free file sharing programs (commonly
used to distribute music files).

v’ Use a firewall to filter Internet traffic.

v Keep anti-virus and anti-spyware software up
to date.

v Keep your operating system and application
software, especially your Internet browser, up
to date.
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Questions or comments?
E-mail us at eSecurity@state.de.us
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