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While browsing the 
I n t e r n e t ,  p o p - u p 
windows, or “pop-ups”, 
may appear without any 
interaction or prompting. 
They can be used for 
advertising, but they can 
also be used for 
malicious purposes. The 

intent of this newsletter is to help you understand what 
pop-ups are and what you can do to keep them from 
affecting the security of your computer and data.   

Pop-Up Windows 
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Pop-ups are often used for advertising and are 
presented in such a way to entice you to click on them. 
Other legitimate uses for pop-ups could be a “Help” 
window that can be read without interfering with the 
form or page you are visiting. This pop-up technique 
might be used on banking or eCommerce sites so as to 
not interfere with the current transaction.   

A variation of the pop-up window is the ‘pop-under’ 
advertisement which opens a new browser window that 
is hidden under the active browser window. The ‘pop-
under’ usually remains unnoticed until the browser 
window is closed, making it more difficult to determine 
which website opened it. 

Pop-ups can be used maliciously by enticing you to 
click the ’pop-up’ window, which then downloads 
spyware or malicious code without your knowledge. 
These kind of pop-ups claim to “detect a virus on your 
computer”, claim to be a “spyware alert!”, or a “free 
product” such as a laptop or an anti-virus program. 

Usually, pop-ups are executed through JavaScript, a 
popular way of adding content to websites. They can 
also be executed through online flash programs, which 
are more difficult to stop.  

What are Pop-Ups? 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

Produced in part from MS-ISAC  

Most Internet browsers include pop-up blockers, as do 
many browser toolbars (Google, Yahoo, etc.).  Keep 
this turned on to block most pop-up windows.   

 

 

 

 

 

 

 

 

 Be aware that you may need to temporarily disable 
pop-up blocking for some websites if you find you 
can’t navigate through the site correctly.   

 Never click on the pop-up window to close it, even 
if it has a ‘Close’ button. Also, do not click on the 
     at the top right corner; instead, open the Task 
Manager (Ctrl+Alt+Delete), highlight the pop-up 
task in the Task Manager window, then click the 
“End task” button. 

 Set browser security 
settings to at least 
“Medium” (Default Level) 
t o  h e l p  d e t e c t 
unauthorized downloads. 
(In Internet Explorer, click 
on ‘Tools’, then ‘Internet 
Options’, then  ‘Security’.) 

 
 
 
 
For more information… 

Pop-ups: http://en.wikipedia.org/wiki/Pop-up_ad 

Protecting Against Pop-ups 

NOTE:  If you are not browsing the Internet and 
encounter pop-ups, especially an endless stream of 
them, it is an indication that your computer is 
possibly infected with spyware or a computer virus.  
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