
DTI  eSecurity News — Java Exploits 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

It is important that the latest version of Java released by 
Oracle is installed. To confirm the correct version is 
installed, visit the Verify Java Version web page. 
Because older versions of Java are not automatically 
removed when new versions are installed, it is 
recommended that an extra step should be taken to 
uninstall older versions if they are not needed.  

Vigilance is still necessary to protect computers from 
sophisticated security threats. Security best practices 
for running Java on the computer are: 

 Install the latest Java. 
Get the latest Java version. 
Test your version of Java to make sure it is the 

latest version available. 

 Remove older versions of Java. 

 Enable automatic updates. This feature will 
ensure receipt of important security updates when 
they are released. 

Get more information on Java Update. 

 Clear the Java cache periodically. 

Learn how to clear the Java cache. 

 Don’t allow applications from unknown 
publishers to run. It may not be safe to run an 
applet or application that is digitally signed by an 
unknown publisher; for example, a certificate that 
has not been issued by a trusted Certificate 
Authority (CA). This certificate assures that the 
application publisher’s identity has been verified by 
a trusted third party. 

Learn how to change settings to deny 
applications from unknown publishers. 

What Can Be Done To Stay Safe? 
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There has been a rapid 
increase in the amount of 
malware that attempts to 
exploit vulnerabilities in 
Java. Since Java is both 
cross-browser and cross-
platform, it can be appealing 
to attackers. Criminal hackers are focusing on attacking 
Java vulnerabilities more than ever and adopting new 
methods of attack. 

The attacks are based in part, on older versions of 
Java. When a new version of Java is released and 
installed on a machine, the older version does not 
automatically get uninstalled. This was intended to 
provide an easy way to roll back to an older version in 
case of compatibility issues. However, there is an 
exploit code publicly available on the Internet that 
hackers are using which 
can detect whether previous 
versions of Java are 
installed on a machine and 
exploits the vulnerabilities 
that exist in the older 
versions. 

What Are Potential Cyber Security Concerns? 

Produced in part from MS-ISAC  

Java is a programming language that 
allows you to play online games, chat 
with people around the world, calculate 
mortgage interest, and view images in 
3D, just to name a few. It is also integral 
to intranet applications and other  
e-business solutions. Many applications 
and websites require Java to be installed 
and is used extensively because of its flexibility to run 
on a variety of software and operating system platforms, 
such as Windows, Mac, and Linux. 

Produced in part from the Java Help Center  

What is Java? 

Visit the DTI Cyber Security website for previous issues of  
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