
DTI  eSecurity News — Don’t Take A Vacation From Internet Security 

Anyone can access a public network, 
usually a Wi-Fi connection, such as 
those that are available at airports, 

hotels, restaurants, and cafés. Use sponsored Wi-Fi 
networks hosted by a legitimate organization. Look for 
signs with the name of the Wi-Fi network displayed in 
the hotel lobby, airport terminal, or café. 

If possible, use encrypted Wi-Fi networks and pay 
attention to the type of encryption. Common Wi-Fi 
encryption types are WPA2, WPA, and WEP. However, 
even with Wi-Fi encryption, your communication could 
still be intercepted by other users on the same Wi-Fi 
network. Take the additional precaution of using an 
encrypted data connection. The most common data 
encryption method is ‘https’ (SSL/TLS). An ‘https’ 
browser session, usually indicated by a green address 
line and/or the padlock, encrypts the information you 
send over the Web.  
 
 

Another option is to use your smartphone as a Wi-Fi 
access point. If you have a smartphone, contact your 
service provider about using its +3G/4G capabilities to 
set up a secure ‘tethered connection’ or ‘personal Wi-
Fi hotspot’ for your laptop. The security afforded by 
your smartphone mobile broadband is better than 
public Wi-Fi. 

Connecting to Public Networks 
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When you are on the road or on 
vacation, accessing the Internet can 
be a challenge. Connections may be 
slower, and risks are greater when 
connecting to public networks or using 
a public computer. The key to 

connecting online securely is to understand the risks 
and prepare ahead of time. 

Produced in part from SANS  

Questions or comments?  
E-mail us at eSecurity@state.de.us  

There are ways to protect yourself when traveling. Before 
you leave, take these simple precautions: 

 Update the operating systems and applications on your 
laptop and smartphone to the latest version to reduce 
their vulnerability to an attack. 

 Ensure that the firewall on your laptop is enabled to 
prevent others from connecting to your laptop over a 
public network. 

 Make sure your anti-virus is up-to-date. 

 Laptops and smartphones are targets for thieves and 
are easy to lose. Be sure to enable automatic 
screenlock on your laptop and smartphone. Use a 
strong password or a PIN code. 

 Consider attaching a label with your name and email 
address or phone number to your device. It often helps 
to offer a reward for their safe return. 

 If your laptop or smartphone has personal or 
confidential information stored on it, encrypt the 
information or the entire hard drive.  

 If you set an ‘out of office’ message at work, identify a 
colleague as an alternate point of contact while you 
are gone. Do not provide specific details about your 
trip. 

Plan Ahead 

Public computers are found in 
libraries, hotels, and cafés. Limit 
your use of public computers to 
casual web browsing only, such as 
checking the weather, your flight 
schedule, or catching up on the 

news. NEVER use public computers to conduct state 
business. 

Limit Use of Public Computers 

Will your computer work OK 
after July 9, 2012?July 9, 2012? 

Read more... 
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