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Questions or comments?  
E-mail us at eSecurity@state.de.us  

Authentication is the process 
of proving your identity. It is 
done by using something you 
know (such as your 
password), something you 
have (such as your 

smartphone), or something unique to you (such as a 
retinal scan or fingerprint). The most common way of 
authenticating is a username and a password. The 
problem with just using a password for authentication 
is simple; all an attacker needs to do is guess or 
compromise your password to gain access to your 
online accounts. If the same username and 
password is used for multiple accounts, the harm can 
be even greater. 

STRONGER AUTHENTICATION 
Stronger authentication uses more than one factor; 
not only do you have to know something like your 
password, you also have to have something (such as 
your smartphone) or present something unique to 
you (such as your fingerprint). By requiring two 
factors for authentication, you are better protected. 

Produced in part from SANS  

Two-factor authentication 
works online similar to the 
ATM ca rd  and  P IN 
combination. You use your 
username and password 
when you want to access your online accounts. After 
you successfully enter the correct password, instead 
of going directly to your accounts, the site requires a 
second factor of authentication, such as a verification 
code or your fingerprint. Without the second factor, 
your account cannot be accessed. This second step 
protects you, even if an attacker has compromised 
your password, because the attacker cannot 
complete the second step without the second factor. 

Two-Factor Authentication Online What Is Authentication? 

TWO-FACTOR AUTHENTICATION EXAMPLE: 

To access your ATM, you need to 
have something (your ATM card) and 
you need to know something (your 
PIN). If an attacker steals your ATM 
card, it does them no good unless 
they know your PIN. 

Never write your PIN on the card! 

ONLINE TWO-FACTOR AUTHENTICATION 
EXAMPLES: 

Online sites, such as Goggle, 
Dropbox, Paypal, and perhaps 
your bank offer two-factor 
authentication. Some of these 
services may support your 
smartphone, while others may 
send a special token or special 
devices that plugs into the USB port on your 
computer to generate your unique verification codes. 
Keep in mind, verification codes sent to smartphones 
are unique and are different every time you 
authenticate. You will have to go through the two-
step process every time you have to authenticate 
your account. 
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