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Viruses, trojans, and worms are malicious pieces of software designed to 
destroy data on computers, grant hackers access to your computer, and 
spy on your computer usage.  Since these programs are purposely 
designed to avoid being detected, they run in the background, without 
being noticed by their victims. 

Malicious hackers may distribute these programs to steal valuable 
information from their victims or to target unwanted advertising 
campaigns at their victims.  Sometimes, the only motivation is the thrill 
of being mischievous.  

Viruses, trojans, and worms are designed to be distributed in such a way 
that will mislead their victims.  E-mail messages, websites, and instant 
messages are the most common methods for distribution:  they will be 
disguised as something that their victims trust.  Once a computer is 
infected, it may serve as a platform to launch more attacks towards 
other computers. 

Using anti-virus software to avoid or remove these threats 
It may be aggravating when faced with an infection from one of these 
malicious programs.  However, there are several tools available to both 
prevent and heal an infection. 

The best way to prevent an infection is to install an anti-virus utility and 
regularly maintain it.  The State of Delaware’s network is protected by 
McAfee VirusScan Anti-Virus utilities.  This software is made available to 
all State employees for use on their home computers.  Instructions for 
installing this program are available at http://w2k.state.de.us/
Virus_spam/Vir_Spam_Frame.htm.   

Your Systems Administrator (SA) has configured your work computer to 
pull down anti-virus updates automatically.  DTI recommends regularly checking on your anti-virus software to 
ensure that your virus definitions are up to date.  Even though many programs include a scheduling function, it 
may, unknowingly, be blocked by a firewall.  At home, if you don’t have a persistent connection to the Internet 
(cable/DSL/LAN), manually update your anti-virus software at least weekly. 

Unfortunately, anti-virus software is more effective at protecting against an infection rather than curing a new 
infection.  Sometimes the anti-virus software will be able to remove current infections with the latest updates, 
but sometimes it will fail.  It is even possible for malicious software to bypass your anti-virus software or disable 
its protection.  In this case, it may be more difficult to remove the infection.  If the infection has a name, there 
may be a tool designed to specifically target and remove it.  Contact your Systems Administrator or IT Support 
Staff for assistance. 

In addition, keeping your operating system and application patches up to date will increase your protection 
against infection.  Email attachments are still another carrier of malware.  For example, a  friend may send you a 
funny PowerPoint presentation that you run. When it’s done, you notice nothing unusual but in the background, a 
trojan installed itself on your machine because it was hidden in the presentation. Your computer is now infected 
and if you forward it to others, you perpetuate the spread. Exercise caution when deciding whether to open 
email attachment files. 

No tool is 100% effective.  Therefore, it is important to keep your anti-virus software up to date and to run daily 
or weekly scans of your computer for infections.  Schedule the scan to run automatically, if possible.  
Additionally, if you connect a USB drive or insert a floppy disk into your computer, you should scan it for viruses 
before you open any of the files that it contains.  The same logic applies to files downloaded off of the internet, 
or attached to emails.  Always scan these files before opening or running 
them.  The more proactive you are about preventing malicious software 
infection, the safer you will be!  

Questions or comments?  
E-mail us at eSecurity@state.de.us 
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