
DTI  eSecurity News - Browser Cookies 

Did you know that you get 
“browser” cookies almost 
every time you go on the 
Internet? Cookies help with 
Internet commerce, allow 
quicker access to websites, 
and can personal ize 
browsing experiences.  

The purpose of this newsletter is to help you understand 
‘browser’ cookies and to provide information on 
managing their use in order to help protect your privacy 
and security.   

How Do You Get Cookies? 

Many sites allow their advertisers to place “third-party” 
cookies on the computer. These cookies enable the 
marketing/advertising company to track your interests. 
Third party cookies are more of a privacy issue than a 
security issue. The more a company is allowed to track 
your online behavior, the more they can market directly 
to your specific interests.  

Third Party Cookies 
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Browser cookies are simply files stored on the 
computer. When you visit a website, it will often place a 
cookie on the computer. Cookies do not contain active 
content or links, just text-based information that might 
indicate how often you visit the site, what kind of 
products are purchased, what kind of things you 
searched for, and more. 

There are two different types of browser 
cookies — session cookies and 
permanent cookies. Session cookies are 
stored in the computer’s memory only 
during the browsing session and are 
automatically deleted from the computer 
when the browser is closed. Session cookies are never 
written to the hard drive and do not collect any 
information from the computer. They are widely used by 
commercial websites, for example, to keep track of 
items you add to a ‘shopping cart’.  

Permanent cookies are stored on the hard drive, are not 
deleted when the browser is closed, and retain your 
preferences for a particular website. Permanent cookies 
can be used to identify individual users so websites can 
analyze your surfing behavior. These cookies can also 
be used to provide information about the number of 
visitors to the website, the average time spent on a 
particular page, login information, and general 
performance of the website. 

What is a Browser Cookie? 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

Produced in part from MS-ISAC  

Even though permanent cookies may be 
useful and convenient, there are risks 
associated with stored login credentials. 
Credentials stored in a cookie can 
increase the risk of your login information 
being discovered if someone else uses 
the computer or if the computer is 
compromised. If the computer or website 

being visited is compromised, cookies can be used for 
malicious purposes, such as altering data in the cookie 
or intercepting traffic between the computer and the 
website. 

Recommendations: 

 Establish your cookie preferences by adjusting your 
browser privacy settings. 
http://www.aboutcookies.org/default.aspx 

 Delete your cookies from the computer periodically. 
http://help.expedient.com/browsers/cookies.shtml#delete 

 Session cookies should be automatically deleted 
after completing an online financial transaction.  

 Do not allow cookies to store your login 
information. 
http://www.seas.ucla.edu/security/broswer_pass.html 

 If you do not want to share online behavior with 
third-parties, set your privacy settings to not allow 
third-party cookies. (This may impact your browsing 
experience.) 

 Be cautious when sharing a computer. If credential 
information using a browser cookie is stored, others 
will have access to your account, and they will be 
able to process transactions in your name. 

Risks and Recommendations 
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