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What is Phishing? What can | do?

Phishing is a fraudulent
attempt to steal your
personal information.
Phishing emails usually
appear to come from a

Al
<

(A > .
well-known organization

'."‘ = ’ and ask for your
(@ personal information.

The scam artists behind
phishing emails send out
millions of emails to trick you into providing personal
information, such as social security numbers, credit card
numbers, account names, or passwords.

Phishing scams try to “bait” you in

a number of ways, such as notice

of an account cancellation,

request to verify/update personal

information, a notice of a purchase

that you did not make, or anything else that would get
you to respond to the communication. After “baiting”, the
phisher “hooks” you into taking some action to obtain or
gain access to personal information by tricking you into
visiting what appears to be a legitimate website.

Another method of attack may be to get you to open an
attachment, in an email, that contains malicious code
which gets installed on your computer, without your
knowledge. Another phishing variation is a telephone
call, in which the phisher will ask you to provide personal
information. Once the phisher has “hooked” you, he may
use the information obtained to open accounts in your
name, access your bank accounts, or make purchases
on your credit card. Produced in part by US-CERT

e Watch out for “phishy” emails. Legitimate
businesses do not send emails requesting personal
information.

e Don’t click on links within emails that ask for
personal information. To check whether the
message is really from the company or agency, call
directly or go directly to their website.

« Never enter your personal information in a pop-up
screen.

¢ Only open email attachments if you’re expecting
them and know what they contain.

e Act immediately if you’ve been hooked by a
phisher. Notify the company right away.

¢ Report phishing, whether you’re a victim or not.
Contact the company or agency that the phisher was
impersonating. The information you provide helps to

stop identity theft. Produced in part by Fraud Watch

IMPORTANT ALERT

Be on guard for phishing phone calls and NEVER
release your social security number or any other
personal information to unsolicited callers. If you
receive a PHISHING phone call, report it
immediately to the State Police.

Questions or comments?
E-mail us at eSecurity@state.de.us
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