
DTI  eSecurity News - Cyber Ethics 

Cyber ethics refers to the 
code of responsible behavior 
when using your computer. 
Just as we are taught to act 
responsibly in everyday life,  
we must act responsibly in 

the cyber world as well. 

What is Cyber Ethics? 

Responsible behavior on the 
internet in many ways aligns 
with acceptable behavior in 
everyday life, but the 
consequences can be 
significantly different. For 

example, verbal gossiping is generally limited to the 
immediate audience within earshot and may well be 
forgotten the next day. However, gossiping on the 
internet can reach a wider audience, and the “words” 
are not forgotten the next day. These “words” may 
live on the internet for days, months, or years and 
can cause tremendous harm. 

Some people try to hide 
behind a false sense of 
anonymity on the 
Internet, believing that it 
does not matter if they 
behave badly online 
because no one knows who they are or how to 
identify them.  Computers, browsers, and internet 
service providers keep logs of activities which can be 
used to identify illegal or inappropriate behavior. 

When determining responsible behaviors, consider 
the following: 

 Do not use rude or offensive language. 

 Do not be a bully on the internet. Do not call 
people names, lie about them, send embarrassing 
pictures of them, or do anything else to hurt them. 

 Do not copy information from the internet and 
claim it as yours. That is called plagiarism. 

 Adhere to copyright restrictions when 
downloading material (software, games, movies, 
music) from the internet. 

 Do not break into someone else’s computer. 

 Do not use someone else’s password. 

 Do not attempt to infect or in any way try to make 
someone else’s computer unusable. 
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The internet is a worldwide system of computer 
networks.  The etiquette, or the expected conduct  
while using the Internet is nicknamed “Netiquette”. 

General 

 Remember that, in spite of using passwords to 
protect your privacy on the internet, nothing is 
private. Everything seen, forwarded, and 
received by you can be monitored and seen by 
people for whom it was never intended. 

 Your work computer is company property, to be 
used for business purposes.  

Email 

Always give the receiver of your 
message enough time to 
respond. 

Always use spell check before 
sending out an official email. 
Sloppy emails with typographical errors or 
grammatical errors are not pleasing to the eye.   

When replying, always include the original 
message thread and a subject, so that the 
receiver knows in what context the reply was 
sent. 

Simple guide to Netiquette – Internet Ethics 

Questions or comments?  
E-mail us at eSecurity@state.de.us  
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