
DTI  eSecurity News — Using Encryption to Protect Data 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

There are two general types of encryption: hardware-
based and software-based. Examples of hardware-
based encryption would be pre-encrypted hard drives or 
USB drives. Software-based encryption refers to an 
encryption program installed on a computer or a server 
that encrypts either some or all of the data on the 
system. 

The use of encryption has expanded with the increasing 
use of computers in every aspect of our lives. 
Encryption can be a key component of a defense-in-
depth strategy. 

 Laptop protection: Encrypting data 
on laptops can be done by encrypting 
specific directories and files or by 
encrypting the entire hard drive. The 
best practice is to use full disk (hard 
drive) encryption. 

 Wireless networks: Confidential and valuable data 
can be intercepted by hackers while being 
transmitted over wireless networks unless 
appropriate encryption is employed. Wireless 
networks need to be configured to employ the 
appropriate encryption methodology.             

 Email and Instant Messaging (IM): Email and IM 
messages can be intercepted at any stage during 
their journey, through numerous servers and routers, 
before they reach their final destination. Therefore, 
NO confidential or sensitive data should be sent in 
clear text email or transmitted in Instant Messaging. 

 Backup tapes and media: These items should be 
encrypted to prevent unauthorized access if they are 
lost or stolen. 

 Removable Media: Be vigilant about where CDs, 
DVDs, and USB flash drives are used and the 
potential vulnerabilities of using them on an 
unprotected system. They should be encrypted. 

 Smartphones, PDAs, and other similar devices: 
These devices can hold large amounts of data, and 
because of their small size, they are easily lost or 
stolen. They should be encrypted. 

Where Should Encryption Be Used? 
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Encryption is a way to send 
a message in code. An 
encrypted message looks 
like a random series of letters, numbers, and 
characters. The data or message is scrambled so no 
one but the sender and the intended recipient can read 
it. Encryption adds an additional layer of security and is 
especially important if you are trying to send sensitive 
information that other people should not be able to 
access. 

Do you auto-forward your work email to other mail 
systems? Do you use services like Google Docs to store 
non-public data? 

If you answered YES to either of these questions, you 
may be exposing confidential data. Auto-forwarding 
emails to other email systems, such as gmail or yahoo, 
creates a significant risk for you, your organization, and 
the data that you are to protect. Services that offer data 
storage on Internet-based servers for accessibility while 
off your business’ network should not be used. For 
further information, please contact your IT 
administrator. 

Am I Exposing Confidential Information? 

“Do I really need to send sensitive information by email?” 

If you have a business need to email confidential or 
sensitive information outside your business network, 
never send it in ‘clear text’; send it using encrypted 
email instead. Contact your IT administrator for more 
information. 

Do I Need to Use Email Encryption? 

What is Encryption? 
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