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The best way to protect 
yourself from cyber crime 
is to use common sense, 
be prepared, and take 
precautions. 

 Do not visit websites that 
are not identified as 
trusted sites, and do not 
follow links provided by an unknown source. 

 Secure transactions. Look for the ‘lock’ icon on the 
browser’s status bar, and be sure ‘https’ appears in 
the website’s address bar before making an online 
purchase. ‘Https’ means it is a secure site and 
indicates that the communication on the web page is 
encrypted. 

 Be cautious about all communications received, 
including those purported to be from ‘trusted entities’. 
Be careful when clicking on links contained in these 
messages. 

 Do not respond to any unsolicited (spam) incoming 
emails. Unless you know the sender, delete the 
emails. 

 Do not open any attachments contained in suspicious 
emails. 

 Do not respond to an email requesting personal 
information or that asks you to ‘verify your 
information’ or ‘confirm your user ID and password’. 

 Beware of emails that threaten any dire 
consequences should you not ‘verify your 
information’. 

 Do not enter personal information in a pop-up screen. 
Providing such information may compromise your 
identity and increase the odds of identity theft. 

 Use separate passwords for work-related and non-
work-related accounts. 

How Can You Stay Safe? 

March 2012 Issue DELAWARE DEPARTMENT OF TECHNOLOGY & INFORMATION 

The continuing globalization of 
computer networks and digitalization of 
sensitive information and data have 
made it easier for cyber-criminals to 
exist and flourish. People fall victim to 
online scams, phishing attacks, and 
exploitative malware. Data theft alone is 
an immeasurable crime, such as a 

social network breach or identity theft, usually hitting 
people personally or financially. It is reported that 
cyber crime is costing the global economy billions of 
dollars a year, overtaking the lucrative trade in the 
underground drugs market. 

Why Are You A Target? 
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Questions or comments?  
E-mail us at eSecurity@state.de.us  

Simply by connecting to the 
Internet, you become a 
potent ia l  target .  Cyber 
criminals use automated tools 
to scan for unprotected or 
vulnerable computers. You 

may be targeted specifically or be the subject of a 
random attack. There are two main ways that a 
computer can be affected by cyber crime. 

Your computer is used to steal personal information. 
Two examples are Trojans and spyware. Trojans are a 
form of malware that entices the user to download or 
install something they may want; then the malware 
performs hidden or unexpected actions, such as 
allowing external access to your computer. A Trojan 
may be used to install spyware, such as ‘keylogging’ 
software, which records keystrokes, including 
passwords and then forwards the ‘keylogged’ 
information to the attacker. 

Your computer is used to facilitate other crimes and 
attacks on others. Computers can be hijacked to 
provide storage of illegal images or illegal downloads of 
music. Hijacked computers could also be used as a 
platform to launch attacks or commit crimes against 
others. 

How Can You Be Attacked In A Cyber Crime? 
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