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DTI eSecurity News - This ID is a fake, it doesn’t look anything like you!
What is Identity Theft?

Identity theft is a crime in which your personal information such as your name, social security number, date of
birth, and address may be used to commit crimes, often for the purpose of financial gain. It is also referred to as
“identity fraud” because the stolen identity is used to impersonate the
victim.

L I |dentity theft is not just a risk for those who purchase items online.

Criminals can obtain information by sorting through garbage, eavesdropping,
stealing wallets, picking up receipts at restaurants, and online techniques
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oy S such as hacking or using spam and phishing technigues.
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Rest Endors: . Once they have enough information about you, they may open new
MC DT accounts, apply for loans, make charges on your credit card and develop

fake forms of identification.

How are victims chosen?

Identity thieves will use information that is most easily available to them. A company database may be
conveniently accessible, or there may be a market for specific information that belongs to you. Identity thieves
will not always use the information themselves. They may sell it to underground markets for substantial money.

Avoid becoming a victim. What can | do to protect my identity?

D SRV GV VI V=R I PR -l Check your credit reports once a year from all 3 credit bureaus.
(g o01 = ol ool o =T\ o Y=I (o] d=M o] (o Bl ¥ Guard your Social Security number. When possible, don’t carry your

viding any financial informa- Social Security card with you.
tion. v Don’t put your SSN or drivers license number on your checks.

— | o Take advantage of all security v' Guard your personal information. Don’t give your Socialeec'urity
number to anyone unless they have a good reason for needing it.
v' Watch for people who may try to eavesdrop and overhear the infor-
mation you give out orally.
v’ Carefully destroy papers you throw out, especially those with sensi-
tive or identifying information. A crosscut paper shredder works

e Check all available privacy policies to see how
companies handle your information.

e Avoid posting personal information on the Inter- best.
net. It may gjve attackers CUNONERECIEUIERCTE  Be suspicious of telephone solicitors. Never provide information
when attempting to exploit you. unless you have initiated the call.

e Scrutinize your monthly bills and online ac- RANEEERGI NI Nl l-RToR=T0 AT ol (e (o UEN=10s Y| M A =le D1 E

counts. v Use a locked mailbox to send and receive all mail.

e Always use anti-virus and a firewall to help de- RALEVERG NVl gl olgR=To ol o)/l Nelf=le e | fe MO (= RO N oY)
fend against Internet threats designed to steal ECEEEEICHRUVINIHERYIEENSIRYCIIESIE
information. Source:

What do | do if my identity has been stolen?

The first step is to file a police report and notify your bank. It would be helpful to have your financial statements
available to better explain your situation. Also, contact all three major credit bureau’s (Equifax, Experian, and
TransUnion) to request a credit report, and have a fraud alert placed on your credit reports to prevent accounts
from being opened without your permission. You are entitled to one free credit report from each bureau every
year. DTI also encourages you to contact the Delaware Attorney General’s Office for further help by calling (302)
577-8600 or by visiting their website at:
http://attorneygeneral.delaware.gov/consumers/protection/ Questions or comments?

consumerprotection.shtmil. E-mail us at eSecurity@state.de.us
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