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Social networking sites, sometimes referred to as 
“friend-of-a-friend” sites, build upon the 
concept of traditional social networks where 
you connect with new people, through people 
you already know. Some of these sites may 
be purely social sites, allowing users to 
establ ish fr iendships or romantic 
relationships. Other social network sites may 
focus on establishing business connections. 

Since social networking sites rely on 
communication, you are encouraged to 
provide a certain amount of personal 
information. By providing information about 
yourself—using blogs, chat rooms, email, or instant 
messaging—you can either be communicating within 
a limited community or with the world at large. Social 
networking sites can increase your circle of friends, 
but they can also increase your exposure to people 
with less-than-friendly intentions.  

A Parent’s Guide 

1. Help your kids understand what information 
should be private. 

2. Use privacy setting to restrict who can access 
and post messages on your child’s website. 

3. Explain that kids should post only information that 
you, and they, are comfortable with others 
seeing. 

4. Remind your kids that once they post information 
online, they can’t take it back. 

5. Know how your kids are getting online. 

6. Talk to your kids about bullying. 

7. Talk to your kids about avoiding sex talk online. 

8. Tell your kids to trust their ‘gut’, if they have 
suspicions. 

9. Read each site’s privacy policy. 

Security Risks of Social Networking Sites 

Social networking sites are risky because they 

(a) provide a false sense of anonymity 
and  a false sense of security, fooling site 
users into revealing an unsafe amount of 
personal information,  

(b) compel users to exercise less caution 
than they would if meeting someone in 
person, and  

(c) allow access to personal information 
by unintended audiences.  

Malicious people are drawn to social networking sites 
because of the accessibility and the amount of personal 
information available. The more information they have, the 
easier it is for them to take advantage of people.  

Relationships may form online where predators may 
convince individuals to meet them in person, potentially 
leading to a dangerous situation. Using information about 
a person’s location, hobbies, interests, and friends helps 
malicious people impersonate a trusted friend.  They 
could also convince a person that they have the authority 
to access additional personal, or even financial, data. 

What are Social Networking Sites? 

OnGuardOnline.gov 

US-CERT 

Protect Yourself 

 Limit the amount of personal information you post. 
Do not post your address, information about your 
schedule or routine and make sure your connections do 
not post this information. 

Remember that the internet is a public resource. 
Only post information about yourself or others that you 
would be comfortable seeing on the front page of your 
local newspaper. 

Be wary of strangers. 
The internet makes it easy for people to misrepresent 
their identities and motives. 

Be skeptical. 
Don’t believe everything you read online. 

Check privacy policies. 
Some sites may share information such as email 
addresses or user preferences with other companies. 

This may lead to an increase in spam.  
Questions or comments?  

E-mail us at eSecurity@state.de.us  
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