
DTI  eSecurity News - Social Networking Sites: Security & Privacy 

Social networking sites are online communities of 
internet users who communicate with others 
about mutual interests from a personal, business, 
or academic perspective. The popularity of social 
networking sites, such as Facebook, Twitter, and 
MySpace, has exploded in usage. These sites 
allow users to provide information about 

themselves and to communicate with others through 
email, chat rooms, and other forums.  

. 

What are Social Networking Sites? 

Information that you post on social networking sites can 
be viewed by a broad audience and could have lasting 
implications. Employers, college admissions officers, 
and school administrators may visit these sites to 
review information about potential applicants. 
Precautions should be taken regarding security and 
privacy while using social networking sites. 

 Proper security measures should be in place 
on any computer used to connect to a social 
media site. Use and maintain anti-virus software. 
Keep application and operating system patches up
-to-date. 

 Do not assume you are in a trusted 
environment. Use caution when navigating pages 
and clicking on links or photos, as they may 
include malware. 

 Use strong and unique passwords. Using the 
same password on all accounts increases the 
vulnerability of these accounts, should one of 
the accounts becomes compromised. 

 Be cautious in how much personal 
information you provide. If screen names are 
allowed, do not choose one that gives away too 
much personal information. 

 Be careful who you add as a “friend” or what 
groups you join. The more “friends” you have 
and the more groups you join, the more people 
who have access to your information. 

 Do not assume privacy on a social 
networking site. For both business and 
personal use, confidential information should 
not be shared. 

 Use discretion before posting information or 
commenting about anything. Keep in mind 
that content or communications on government-
related social networking pages may be 
considered public records. 

 Review a site’s privacy policy. If a site’s 
privacy policy is vague or does not properly 
protect your information, do not use the site. 
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While there can be benefits from the collaborative and 
distributed approaches promoted by responsible use of 
social networking sites, there are information security 
and privacy concerns. 

 The volume and accessibility of personal 
information attracts malicious people who seek to 
exploit this information. 

 The sites are easier to infect with malware. 

 Keystroke loggers can steal credentials. 

 Phishing, social engineering, spoofing, and web 
application attacks are often successful due to the 
user’s assumption of being in the trusting 
environment that social networks create, and may 
result in a stolen identity. 

Security and privacy related to social networking sites 
are fundamentally behavioral issues, not technology 
issues. The more information that is 
posted becomes more information that 
is available for a potential compromise 
by those with malicious intentions. 
Posting birth dates, photos, videos, 
or audio files could lead to an 
o r g a n i z a t i o n ’ s  b r e a c h  o f 
confidentiality or an individual’s breach of privacy. 

What are Security & Privacy Concerns? 

Questions or comments?  
E-mail us at eSecurity@state.de.us  
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