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What are Challenge or Secret Questions? What Can Be Done to Make Them More Secure?

Knowledge-based authentication or the use
of “Challenge or Secret Questions” helps
computer users access their accounts when
they forget their password. They are, in
effect, a backup to your password.

Most systems have pre-populated questions

such as “What is your mother's maiden name?” or
“What is your favorite color?”. While these systems are
a great convenience for the user and are efficient from
the system administrator’s perspective (low overhead),
they are very weak from a security perspective.

What are the Security Concerns?

There is a limited pool of secret questions that most
knowledge-based authentication systems use, and
many of the questions have a limited amount of
potential responses. Secret questions break all of the
rules for strong passwords and have some significant
weaknesses:

« An attacker can sometimes discover the
information with little research.

e The answer to the question is usually a
fact that will never change.

o Users reuse the secret questions and
answers across multiple websites.

« Someone close to the individual could know the
answers to many of the questions.

o People rarely change their secret questions.

« The answers are often case-insensitive and usually
contain a limited character set.

« Some questions have a limited number of answers.

« With some questions, many people will have the
same common answers.

The ability for someone to guess the response to a
user’s secret question has greatly increased due to the
large volume of information available on the Internet.
Users need to be aware that there is a tremendous
amount of information available about them, not only
through Internet search engines but also social
networking profiles and other sources.
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Visit the DTl Cyber Security website for previous issues of
eSecurity Newsletters

As with regular passwords, the
responses to secret questions should be
something that is hard to guess, yet easy
to remember. Users are encouraged to
not provide the technically correct
response to the question. The use of a
combination of upper and lower case
letters, special characters, and numbers
is recommended. The key is to develop a
response that is easy for the user to remember but
difficult for someone else, even someone you know, to
guess.

« Begin and/or end each response with a number,
capitalize a letter, and use a special character.
A response to your mother's maiden name of Smith
could be “44SmitH! Or “Smi44lth.

« Provide answers that do not correspond to the
question, making it difficult for an attacker to
correctly guess the response.

Use the name of a city instead of your mother's
maiden name.

« Use the question itself to create an easy-to-
remember passphrase.
If the question is asking for your favorite sports team,
you can combine “Sports Team” from the question
and combine it with a phrase from your favorite show,
such as “CSI”. The answer is “Sports Team CSI".

« Follow best practices for strong passwords when
developing responses.
Make responses at least eight characters long, and
use numbers, upper and lower case letters, and
special characters.

« Answers can be different on different websites,
even if the same secret question is used.
Potentially, a hacker won’t have access to other
accounts if one is compromised.

Osama Bin Laden Themed Phishing Attempts

Be cautious of any emails purported to include exclusive photos
or videos, either found on suspicious websites or included as
attachments or links in emails. Please read the U.S. Department
of Homeland Security Advisory for more information.

Questions or comments?
E-mail us at eSecurity@state.de.us
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