
DTI  eSecurity News — Mobile Apps: How To Use Them Safely 

 Make sure you actually need an app. Every time you 
download an app, you open yourself to potential 
vulnerabilities. Only download those apps you deem 
necessary, with the understanding of the risks involved. 

 Be careful about which app store 
you use. App stores have different 
standards for which apps they will 
offer to the public. Some app stores 
require apps to be put through 
rigorous testing first, while other 
stores accept all apps. 

 Password protect your mobile device. Do not enable 
the apps to remember your password for your device, 
and set your device to auto-lock after a few minutes. 

 Do research and check the source. If you are 
downloading an app, it is wise to do research on the 
application itself, the sponsoring company, and/or the 
developer’s website. Be cautious about downloading 
new applications, as they may contain coding bugs that 
haven’t yet been addressed. Look for apps that have a 
high number of reviews. Take time to read the apps’ 
privacy policy. Check to see if the app needs access to, 
and will report, your position via GPS and if it expose 
your private/personal information to other users or any 
potential buyer of that data. BE AWARE of what apps 
are doing with your location and private data. 

 Learn how to remotely wipe your mobile device. If 
your device has a remote wipe feature, you should 
enable it. This will allow you to remotely remove all of 
your personal data and restore it to its factory settings, if 
your device is lost or stolen. 

 Do not use public Wi-Fi when performing financial 
transactions. Use only 3G or 4G networks for any 
secure transactions, such as online banking. 

 Update Apps. Update all apps when notified. 

 Disable Bluetooth settings on your mobile device 
whenever it is not in use. If left on, someone could 
potentially pair to your device and obtain information or 
take over your device. 

 Follow your organization’s security policies. If you 
use your mobile device as part of your job, be sure to 
follow the rules and procedures established by your 
organization. 

How Can You Minimize Risks? 
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The use of mobile applications (apps) is 
increasing in a BIG way. By the end of 
2014, Gartner forecasts over 185 billion 
applications will have been downloaded 
since the launch of the first one in July 
2008. The continued growth of mobile 
apps requires a spotlight on security. 

Risks include access to information, such as physical 
location or contacts lists, as well as the ability for the apps to 
download malware, such as programs that eavesdrop on 
phone calls and text messages. Hackers are quickly 
learning how to harvest legitimate applications and 
repackage them with malicious code before offering them on 
various channels. It is predicted that 2012 will see an 
upswing in cell phone hacking through the use of mobile 
applications on smartphones. 
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Questions or comments?  
E-mail us at eSecurity@state.de.us  

Geolocation apps are catching on quickly 
and can be very beneficial. But, location-
based services also pose new security 
threats at the same time. When your 
gender, race, occupation, and financial 
history are combined with a location tag, 
the data can be used by criminals to 
identify your present and future location. 

The Information Systems Audit & Control Association 
(ISACA) unveiled a five-step best practice list—“ROUTE”“ROUTE”. 

 RRead mobile app agreements to see what information 
you are sharing. 

 OOnly enable geolocation when the benefits outweigh the 
risk. 

 UUnderstand that others can track your current and past 
locations. 

 TThink before posting tagged photos to social media 
sites. 

 EEmbrace the technology, and educate yourself and 
others. 

Best Practices for the Safe Use of Geolocation Apps 

Will your computer work OK 
after July 9, 2012?July 9, 2012? 
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