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DTI eSecurity News — Safe Disposal of Mobile Devices

As a result of advances and
innovation with mobile devices,
many smartphones and tablets
are replaced as often as every
|18 months. Many people
dispose of their older devices or
| give them away to friends, with
gl little to no thought regarding the
personal data accumulated on
the device. There is a surprising amount of personal
information stored on the mobile devices. If devices
are not securely wiped before disposal, the
information can be recovered, exposing you and
possibly your employer to great risks.
Produced in part from SANS

What Sensitive Data May Be Stored?

.

Mobile devices store a variety
of different types of sensitive
data. When disposing of the
mobile device, the following
information could be exposed:

¢ Contact details for everyone in your address book.

e Call history, including inbound, outbound, and
missed calls.

e Text messages or logged chat sessions.

¢ Location history based on GPS coordinates or call
tower history.

« Web browsing history, cookies, and cached pages.

e Personal photos, videos, audio recordings, and
emails.

e Stored passwords and access
accounts, such as your voicemail.

to personal

Questions or comments?
E-mail us at eSecurity@state.de.us

Securely Wipe Mobile Devices

Deleting data is just not enough; your data can still
be recovered. Make sure any data on the device that
should be retained is properly backed up before
attempting to wipe a mobile device. Once a device is
wiped, data can no longer be recovered.

The ‘factory reset’ function on your device will
provide the most secure method for removing data
from your mobile device and return it to the condition
when purchased. Factory reset functions vary among
devices, so check your owner's manual or the
manufacturer’s website for information. You may also
get help from a trained technician to assist you in
resetting your device.

SIM CARDS

In addition to data stored on your
device, you also need to consider
the data that may be stored on a
SIM (Subscriber Identity Module)
card. When you perform a factory
reset, your identity and account

is
retained on the SIM card. If you are keeping your
phone number, consider transferring your SIM card
to the new phone. If transfer of a SIM card is not
possible, transfer the data to an alternative storage
device and then shred or destroy the SIM card.

information

EXTERNAL STORAGE CARDS

Some mobile devices utilize an
external SD (Secure Digital) card
for additional storage. These cards
often contain pictures, smart
phone applications, and other
sensitive content. Remember to remove any external
storage cards from a mobile device prior to disposal.
If the card cannot be reused, it should be physically
destroyed.

If your mobile device was issued by your employer, or
has organizational data stored on it, be sure to check on
the proper backup and disposal procedures used at
your organization.
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