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The volume of Internet shopping 
continues to increase, especially 
during the holiday season. While 
online shopping can be convenient 
and time-saving, you must shop smart 

and take precautions to mitigate the risks. 

Helpful tips for a safe online shopping experience: 

 Enhance the security of your computer. Your 
computer should have the most current and updated 
anti-virus and anti-spyware software. 

 Use strong passwords. When creating passwords 
for online accounts, use numbers, special 
characters, and upper/lower case letters. Don’t use 
the same passwords for online shopping websites 
that you use for logging onto your computer. 

 Keep a paper trail, and check your credit card 
and bank statements regularly. Print and save 
records of your online transactions. As you receive 
your statements, look for unauthorized charges. 

 Don’t respond to pop-up messages. Don’t reply or 
click on the link in the message, especially if it is 
asking for personal or financial information. 

 Check the privacy policy. Check the 
website to make sure there is a 
privacy policy posted. Look for seals 
f r o m  p r i v a c y  e n f o r c e m e n t 
organizations like TRUSTe or the 
Better Business Bureau. 

 Pay by credit card (not debit). Credit or charge 
cards are protected by the Fair Credit Billing Act.  If 
possible, have one credit card just for online 
purchases. 

 Know who are doing business with before 
placing your order. Confirm the seller’s physical 
address and phone number in case you have 
questions or problems. 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

Protect Yourself and Shop Smart 

The use of credit cards to pay for 
goods and services is a common 
practice and enables business to be 
transacted in a convenient and cost 
effective manner. You can help secure 
your credit card information by 
following these guidelines. 

 Guard the security of your 
transaction. Look for the “lock” icon 
on the browser’s status bars and be 
sure “https” or “s-http” appears in the 
website’s address bar. 

Securing Credit Card Information 

If there are problems during a transaction, try to work it out 
directly with the seller, buyer, or site operator. If that 
doesn’t work, file a complaint with: 

 The Attorney General’s Consumer Protection Office. 

 The Better Business Bureau. 

 The Federal Trade Commission. 

If You Become a Victim... 
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 Use temporary account authorizations when 
available. Some credit card companies offer virtual or 
temporary credit card authorization numbers. This 
kind of service gives you use of a secure and unique 
account number for each online transaction. These 
numbers are often issued for a one-time use and are 
only valid for a short period of time. Contact your 
credit card company to see if they offer this service. 

 Limit your online shopping to merchants you 
know and trust. Merchants can be verified with the 
Delaware Better Business Bureau. 
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