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DTl eSecurity News — Online Holiday Shopping Security Tips

Shopping on the Internet is a
great way to save time during
the holiday season. Why battle
weather and long checkout lines
when you can find those special
gifts from the comfort of your
couch?  Online shopping is
quick and convenient;
unfortunately it can also be
convenient for attackers,

offering up a smorgasbord of access to shoppers’ personal
and financial information.

How Do Attackers Target Online Shoppers?

There are three common ways that attackers can take
advantage of online shoppers.

Targeting vulnerable computers: If steps are not
taken to protect your computer from viruses or other
malicious code, an attacker may be able to gain access
to the computer and all information on it. It is also
important for vendors to protect their computers to
customers’

prevent attackers from

databases.

accessing

Creating fraudulent sites and
email messages: Unlike
traditional shopping, where you
know that a store is actually the
store it claims to be, attackers
can create malicious websites
that appear to be legitimate or
email messages that appear to have been sent from a
legitimate source. Charities may also be
misrepresented in this way, especially during the
holiday season. Attackers create malicious sites and
email messages to try to convince you to
give up personal and financial
information.

Intercepting insecure transactions: If
a vendor does not use encryption, an
attacker may be able to intercept your
information as it is being transmitted.

Produced in part from US-CERT

Stay Safe While Shopping Online

¢ Secure your computer. Make sure your computer has the

latest security updates installed. Anti-virus and anti-spyware
software should be running properly and be up-to-date.

Upgrade your browser. Your Internet browser should be
upgraded to the most recent version, and apply the highest
level of security available that still gives you the functionality
you need.

Secure your transactions. Look for the “lock” icon,
and be sure htfps appears in the website address
bar before making online purchases.

Be wary of potential scams. If the online offer sounds too
good to be true, it probably is.
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¢ Use strong passwords. Create strong, long, and complex

passwords for online accounts. Don’t use the same
passwords for online shopping websites that you use for
logging onto your bank, home, or work computer.

Do not email sensitive data. Never email credit card or
other financial/sensitive information.

Ignore pop-up messages. Set your browser to block pop-
up messages. If you do receive one, do not click on the “X”
at the top right corner of the title bar to close the pop-up
message; instead, end the task using Windows Task
Manager.

Do not use public computers or public wireless to
conduct transactions. Public computers could potentially
contain malicious software that steals your credit card
information when you place your order. Criminals could be
monitoring public wireless networks for credit card numbers
and other confidential information.

Review privacy policies. Review the privacy policy for
the website/merchant you are visiting.

Make payments securely. Always pay by credit card
rather than debit card.

Use temporary account authorizations. Some credit
card companies offer virtual, or temporary, credit card
numbers. This service gives you a temporary account
number for online transactions, are issued for a short
period of time, and cannot be used after that period.

Keep a record. Keep a record of your online
transactions including the product description, price,
online receipt, and copies of every email you send or
receive from the seller. Review your credit card and bank
statements for unauthorized charges.

Questions or comments?
E-mail us at eSecurity@state.de.us
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