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Questions or comments?  
E-mail us at eSecurity@state.de.us  

Why Should Online Shoppers Take Precautions? 

Get the Details 
 Know who you are dealing with by confirming the online 

seller’s physical address and phone number. If you get an 
email or pop-up message that asks for financial 
information while browsing, don’t reply or click on the link. 

 Know what you are buying by reading the seller’s 
description. Words like ‘refurbished’, ‘vintage’, or ‘close-
out’ may indicate the product is less-than-mint condition. 

 Know what it will cost by checking out websites that 
offer price comparisons, including shipping/handling 
or restocking fees. 

 Check out the terms of the deal, like refund policies and 
delivery dates. 

Pay by Credit Card 
Some credit card companies offer virtual or temporary credit 
card numbers. This service gives you a temporary account 
number for online transactions, are issued for a short period 
of time, and cannot be used after that period. 

Keep Records 
Print or save records of your online transactions, and read 
your credit card statements as your receive them. 

Protect Your Information 
Don’t email any financial information, and check the websites 
privacy policies. 

Tips for Hassle-free Online Shopping 

From the comfort of your home, and 
with a few simple mouse clicks, you 
can search for items, compare prices 
with countless vendors, and make 
purchases without waiting in line. 
However, there are potential security 
risks because the Internet can give 

hackers multiple ways to access personal and financial 
information of unsuspecting shoppers. If an attacker is 
able to obtain your information, they may use it for their 
own financial gain, either by making purchases 
themselves or by selling the information to someone else. 

 Keep software, particularly 
your web browser, up-to-date.    

 Evaluate your software’s 
settings. Apply the highest 
level of security available that still gives you the 
functionality you need. 

 Take advantage of security features. Passwords and 
other security features add layers of protection. 

 Make sure your information is being encrypted. 
Many sites use SSL, or secure sockets layer, to encrypt 
information. Look for “https”, the ‘closed’ padlock icon, or 
the ‘green’ address bar. 

 Do business with reputable vendors. Before providing 
any personal or financial information, make sure that you 
are interacting with a reputable, established vendor. 

 Check privacy policies. Before providing personal or 
financial information, check the website’s privacy policy 
so you understand how your information will be stored 
and used. 

How Can You Protect Yourself? 

Produced in part from MS-ISAC  

 Targeting vulnerable computers 
An attacker may be able to gain 
access to your computer and your 
information on it, if you don’t take 
steps to protect your computer from 
viruses or other malicious code. 

 Creating fraudulent sites and email messages 
Attackers can create malicious websites that appear 
legitimate or email messages that appear to have been 
sent from a legitimate source. Charities may also be 
misrepresented during holiday seasons.  

 Intercepting insecure transactions 
If a vendor does not use encryption, an attacker may be 
able to intercept your information as it is being transmitted. 

How Do Attackers Target Online Shoppers? 

Report Online Shopping Fraud: 
 Delaware Better Business Bureau 
 Federal Trade Commission 
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