
DTI  eSecurity News — Why Cyber Security Is Important 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

Visit the eSecurity website for previous issues of  

The Eighth Annual National Cyber Security Awareness 
Month is being celebrated during October 2011. DTI, in 
partnership with other organizations, is hosting several 
events this fall to raise the cyber security awareness of 
citizens, businesses, schools, and state/local governments. 

 October 1 through December 16: Elementary School Internet 
Safety Presentations. 

 October 1 through January 29, 2012: National Cyber 
Security Poster Contest for 4th & 5th grade students. 

 October 8: Caesar Rodney School District “Rider Pride 
Day” and Lake Forest School District “I Love Lake Forest 
Day”. 

 October 14: Lake Forest Central Elementary Safety Expo. 

 October 27: Statewide Cyber Security Exercise-Operation 
End Game. 

Cyber Security Awareness Month 
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 Denial of service:  This refers to an attack that 
successfully prevents or impairs the authorized 
functionality of networks, systems, or applications by 
exhausting resources. 

 Malware, worms, and Trojan horses: 
These spread by email, instant 
messaging, malicious websites, and 
infected non-malicious websites. Some 
websites will automatically download 
the malware without the user’s knowledge or intervention 
or may require the user to click on a link or button. 

 Botnets & zombies: A botnet (robot network) is an 
aggregation of compromised computers that are 
connected to a central “controller”. The compromised 
computers are often referred to as “zombies”. 

 Social Network Attacks: Social networks can be major 
sources of attacks because of the volume of users and 
the amount of personal information that is posted. 

What Are Some Cyber Security Threats? 

Cyber security involves protecting the information and 
systems we rely on every day, whether at home, work, or 
school. There are three core principles of cyber security: 

 Confidentiality: Information that is sensitive or 
confidential must remain so and be shared only with 
appropriate users. 

 Integrity: Information must retain its integrity and not 
be altered from its original state. 

 Availability: Information and systems must be 
available to those who need it. 

Produced in part from US-CERT  

What is Cyber Security? 

I n c r e a s i n g  v o l u m e  a n d 
sophistication of cyber security 
th reats—inc lud ing  ta rget ing 
phishing scams, data theft, and 
other online vulnerabilities—
demand that we remain vigilant 
about securing our systems and 
information. Thousands of infected 

web pages are being discovered every day. Hundreds of 
millions of records have been involved in data breaches, 
and new attack methods are launched every day.  

Why is Cyber Security Important? 

Take actions to help protect information and systems: 

 Use long and strong passwords, and do not share 
passwords. 

 Don’t use the same usernames and passwords for work 
and personal systems. 

 Be cautious about all communications; think before you 
click. 

 Do not open email or related attachments from sources 
you don’t trust. 

 Allow access to systems and data to only those who 
need it, and protect access credentials. 

 Follow your organization’s cyber security policies, and 
report violations and issues when they occur. 

What Can You Do? 

http://dti.delaware.gov/information/cybersecuritysubscription.shtml 
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