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The Third Annual Cyber Terrorism Defense Training will be 
held on September 23, 2010, at Delaware Technical and 
Community College, Terry Campus. Cyber Brief 2010: Cyber 
Security is Our Shared Responsibility is a half-day session 
designed for executives, managers, and IT professionals to 
learn more about the dangers of cyberspace.  

Register at http://cyberreg.dti.delaware.gov/. 

The deadline to register is Monday, September 20, 2010. 
Seating is limited, so register early. 

Cyber Brief 2010 
Cyber Security is Our Shared Responsibility 

 
Delaware Technical & Community College 

Terry Campus - Dover, Delaware 
Education & Technology Center 

Room 727 

Cyber Brief 2010 

Questions or comments?  
E-mail us at eSecurity@state.de.us  

Produced in part from MS-ISAC  

Cyber Security requires vigilance 365 days a year. The 
Seventh Annual National Cyber Security Awareness Month 
will be celebrated in Delaware this October. DTI, in 
partnership with other organizations, is hosting several events 
to encourage schools, businesses, governments, and home 
users to keep information secure. As part of this Awareness 
Campaign, a number of activities are planned: 

 Cyber Terrorism Defense Training: Cyber Brief 2010 

 Webcasts 

 Internet Safety Presentations for Schools 

 Poster Contest for Elementary Students 

 Cyber Security Exercise 

 Information Security 101 Training 

Learn more about Cyber Security events at: 
http://dti.delaware.gov/information/cybersecurityevents.shtml 

Cyber Security Awareness Campaign 

1.1.  Think Before You Click 
Always think before you click on links or 
images in an email, instant message, or on 
websites. Be cautious of attachments from 
unknown sources. 

2.2.  Use Hard to Guess Passwords 
Passwords should be long and strong, including  upper-
case and lowercase letters, numerals, and symbols. 

3.3.  Avoid Phishing Scams 
Do not reply to emails that ask you to “verify your infor-
mation” or to “confirm your user-id & password”. 

4.4.  Shop Safely Online 
When submitting purchase information, look for the lock 
icon       on the browser’s status bar. Always pay by 
credit card and keep a paper trail. 

5.5.  Protect Your Identity 
When visiting websites, it is important to know what 
information is being collected. Check website privacy 
statements for how the information is used. 

6.6.  Dispose of Information Properly 
Before discarding your computer or portable storage 
devices, be sure that the data on the device has been 
erased or “wiped” using Department of Defense (DOD) 
compliant software. 

7.7.  Protect Your Children Online 
Discuss and set guidelines and rules for computer use 
with your child. Familiarize yourself with your child’s 
online activities and maintain a dialogue with your child 
about what applications they are using. 

8.8.  Protect Your Portable Devices 
Secure your portable devices to protect the device and 
the information on the device. Establish a password on 
all devices. Encrypt data and data transmissions when-
ever possible. 

9.9.  Secure Your Wireless Network 
Minimize the risk on your wireless network by enabling 
encryption, changing the default password, changing the 
Service Set Identifier (SSID) name, turning off SSID 
broadcasting, and using the MAC filtering feature. 

10.10.  Back-up Important Files 
Back-up your important files minimally on a weekly ba-
sis. Don’t risk losing important documents, images, or 
files. 
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