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DTI eSecurity News — Understanding Encryption

What Is Encryption? Is Information Vulnerable In Transit?

Encryption is the process of scrambling
a message or data so that no one but
the sender and the intended recipient
can read it. The only person who can
decode the message is the person with
the correct key; to anyone else, the
message looks like a random series of
letters, numbers, and characters.

Should Stored Information Be Encrypted?

Sensitive information residing on mobile devices, such as
your laptop, USB stick, or tablet should be encrypted
because these devices are easily lost or stolen. If the
information is not encrypted, it can be read by anyone who
has access to them.

In general, there are three ways to encrypt data stored on
mobile devices. You can encrypt specific files, entire
folders, or the entire hard drive. Most operating systems
support at least one, if not all three, of the encryption
options. Encrypting the entire disk, called full disk
encryption (FDE), is often considered the most secure
because it encrypts all data on your hard drive, including
any temporary files. If you cannot encrypt your entire hard
drive, then encrypt any files or folders that contain sensitive
information.

Mobile devices, such as USB thumb drives, may
come with encryption capabilities built into them, or you
can encrypt them by installing additional software on
your computer.

Smartphone and tablets may have encryption
capabilities built in. Otherwise, you will have to install
encryption apps. Consult your phone vendor’s app store
or marketplace for information on what is available.

Questions or comments?
E-mail us at eSecurity@state.de.us

Information IS vulnerable when it
is in transit. If data is not
encrypted, it can be monitored
and captured online.

The most common type of online
encryption is hftps or connecting
to secured websites (look for green address bar and/or
the lock icon in your browser). This means the traffic
between your browser and the website is encrypted.
When you connect to a public WiFi network, use an
encrypted network whenever possible. Choose WPA2
for one of the strongest encryption mechanisms.
Whenever sending or receiving email, make sure your
email client is set up to use encrypted channels, such
as SSL (Secure Socket Layer).

Produced in part from SANS

Best Practices

Encryption is an important tool for protecting data.

¢ Use strong passwords to protect your
keys. Encryption is only as strong as
your keys. If your key is compromised,
so is your data.

Do not lose, or lose access to, your
keys. If you lose your encryption keys or can’t access
them because you have forgotten your password, you
may not be able to recover your data.

Encryption is only as strong as the security of your
computer. If your computer is infected, the bad guys
can compromise your encryption.

Encryption does nothing to protect your computer
against viruses, worms, Trojans, or social engineering
attacks.

Back up any confidential data securely. If you lose
your device or encryption keys that protect your data,
you can still recover your data.

Use the latest version of your encryption programs.
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