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Questions or comments?  
E-mail us at eSecurity@state.de.us  

A Uniform Resource Locator (URL) is another name for 
a website address and is made up of three parts. The 
URL below directs you to the State of Delaware, DTI 
Cyber Security website.  In very basic terms: 

http://dti.delaware.gov/information/cybersecurity.shtml 

 The first part, http, is the protocol. 

 The second part, dti.delaware.gov, is the website. 

 The third part, information/cybersecurity.shtml, is 
the folder and webpage. 

Produced in part from SANS  

A QR Code is similar to the URL 
shortener concept, but designed for 
Smartphones, where the URL is 
converted into a digital image. A 
special app on your mobile device 
can take a picture of the QR code, 
which opens a browser on your 
mobile device and takes you to the website embedded in 
the QR code. 

HOW DO YOU PROTECT YOURSELF? 
Clicking on the QR Code is risky because you are 
trusting that the QR Code is legitimate. An attacker can 
paste a new QR Code sticker they created over an 
existing QR Code. Any device reading the QR Code will 
be redirected to a website controlled by the attacker. 
You can protect yourself by verifying the destination. 

Be sure your QR Code reader app supports the ability 
to show you where it is taking you, and then gives you 
the option to decide if you want to visit the website or 
not. 

 If your QR Code reader app does not give the ability to 
preview the destination, get a new QR Code reader 
app. Check for free options for QR Code reader apps 
that provide you with the ability to preview destinations. 

Quick Response (QR) Codes Understanding URLs 

A URL shortener is a service that takes 
long, complex URLs and reduces their 
length. Shortened URLs are easier to 
communicate longer via email or when 
the number of characters that can be 
used is limited by a communication 
service, such as Twitter and text messaging. 

HOW DO YOU PROTECT YOURSELF? 
Clicking on a shortened URL is risky because you can’t 
see the true destination. An attacker can post shortened 
URLs that will take you to websites they control. You 
can protect yourself by verifying where a shortened 
URL link will take you before you click on the link. 

Several websites offer a service that lets you copy and 
paste a shortened URL to see the true destination. (i.e., 
http://unfurlr.com or http://urlxray.com) 

Some URLs provide the user with the option of 
previewing the true destination by simply adding a ‘+’ to 
the end of the shortened URL. 
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