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— Experts Warn
a4 U.S.Is at Risk
for Cyberattacks

Industry insiders say an
atftack is likely within the next year,
and say the govemment is not prepared.

Scarlet Pruitt,

IDG MNews Service
Dap,
US fears al-Qaida hackers will T
Hit vital computer networks
Julian Berger in Washington Russian hacker breaks

Hack

By Dennis

§rh Attack Pub|

FBI Waxns

Of Hacker
Attacks

DESPITE MORE SECURITY SPENDING

INTERNET A MORE DANGEROUS PLACE
By ANICK JES DANUM - Associated Press



The Interdependency between Information
Systems and Critical Infrastructures

Information & Transportation
Communications

Coordination

Emergency Services
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Citizens are demanding better,
more cost effective and
government services

¢ Digital Government that works

- New, faster, easier ways to meet expanding needs of
citizens

- Facilitate collaboration to help businesses expand into new
markets

¢ "One view of Government”
-~ Go one place, one time for services

e Provide Better Services at Lower Cost
- The Great Government Challenge... "Do More for Less”

O Accentune 2005 All Righls Reserved
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NASCIO Strategic Issues 2005

e IT Procurement Reform

e Privacy

e Interoperability and Integration

e Enterprise Architecture

e IT Governance and Services Reform

e Government Transformation and Innovation



By The Numbers...

General Internet attack trends are showing a annual
rate of growth (Symantec)

The average organization experiences cyber-attacks
per week (Checkpoint)

The average measurable cost of a serious security incident
in 2005 was approximately
(UK Dept of Trade & Industry)

Identlfy theft related personal information is selling for
per record (CFE Resource)

Average of new vulnerabilities per week 1!
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Some may have had their salaries
and other personal information compromised after someone
gained unauthorized access to a sta*a ., pency’'s computer.
The State has Degun Warming = 7. =L 0 25 former
housenodd workers th=(. fe.. . 'or { 3uon may "2 &b, an
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inQuest. .+ eaned nameas,; Social Secunty numbers and
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At this time or whather
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information security officer of the EDD, said in the hatter,

fornwear

1 uRlgue you.

3 unigue
cards

Infinite
poasibilitiesn



D

FROMT PAGE

TECH NEWS FIRST

NEWS.COM |j

EMTERAFPRIZE EHMTERPFRIZE
EOF 'I'u_Jﬁn#(: Hﬁn:_n__p,:;"r:t FEQUAITY

= savee stomes i 3| l

HETWO MK

[SEcunity

State agency warns o_f_ security breach

By ina Fried ucunm
Statf Wiriter, CHET Mews.com
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Some California workers may have had their salaries and other technc

personal information compromised after someone gained
unauthorized access to a state agency’s computer.

Only

Order on
shippi

The California Employment Development Department has begun

warning some current and former household workers that their

information may have been accessed by an intruder, CNET News.com

has learmed. The agency sent a letter, dated Feb. 11, notifying people

of the breach and offering information about how to reduce the risk of T
“ betlUptc

identity theft.
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Computer breach leaves county personnel vulnerable

By: GIG CONAUGHTON - Staff Writer =

SaN DIEGO — A computer breach may have exposed mora than 32 000 current and formear San Diege County employees to financial danger and may have ‘
revaled the closely guanded home addresses of some 5 000 law enforcement personned, officials said Friday

Two computers containing names, Social Security numbers, dates of bith and addresses [ =34 pOS Ed more th an
assigned deparimants were apparently hacked last week, San Diego County Employess
current and

former San Diego
Brian White, executiee director of the association, the indépendent agency thal Manages

association was busaly mailing wamings 1o is members about the breach CD u r'l t}f Em p I O FEES s

White zaid that a muting maintenance nspection of e NEW SERE —— computers that p h m
some unknown, outside agent hacked in on July 21 an d th e 0 e

White sad the computers had bean fixed and are once Ajain gacure a d d rES S ES Df 50 m E

He added Fnday that association officials did not realize until late Wednesday aftemoan { Ia w it its mgmbar

be ateal entities and Lafel ] credit accounts and addresses
enforcement

Officials said they are still imvestigating to see if the information, which was exposed for a

addresses of

“We're concemed about that,” Jim Duffy, president of the said. “The home addresses of thousands of law enforcement officers |

Sherffs Sgt Dave Myars, who is al3o chairman of the retirernent agsociation's board of

L o s W L T s e L e e e B IR s

fetors, said police and oficers of the count “go to graat lengths™ Lo try 1o |
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UCSD says computer server hit by

hackers

Confidential information on 380,000 compromised

By E:nnar Yang

STAFF WH

May 7, 2004

About 380,000 University of California San Diego students, alomni,
faculty, emploveses and applicants had their confidential information
compromised after hackers broke into a university server.

They infiltrated four
computers that stored
social security and
driver license numbers
in the university's
business and financial
services department.
Although investigators
are unawanre of illegal
use of the data, they
are urging those
affected to take steps
to guard against
identity theft.

“We have no evidence
any of the

Advwitizsment

"We deeply regret that
unauthorized intruders
have broken into one of
our computer networks,

possibly compromising the
personal information of
students, staff, faculty and
others,"

(confidential) data was accessed,” said Elazar Harel, UCSD's assistant
vice chancellor for administrative computing and telecommunications,
“Most Hkely it was not, but we can't say that for sure.”

They say at least one of the computers was nsed as storage for a DVD
movie, perhaps for illegal file-sharing.

A state law that went into effect in July requires that companies and state
agenc cies conl:a-:t :}e-:r]:-le w hen l:.he-u m'upute-n.aed e rsana.l data ]"as ’bEM

e

P TP TR e T T

records
of personal data
including
names, social
security
numbers, and
drivers license

numbers.
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Thursday, July 15, 2004

Hackers turn Arkansas government servers
into al-Qaida video hub

By David McGuire / Washington Post

An Internet computer server operated by an
Arkansas government agency was transformed
last weekend into the online home of dozens of
videos featuring Osama bin Laden, Islamic
jihadist anthems and terrorist speeches.

State government officials removed the files from a computer operated by
the Arkansas Highway and Transportation Departiment shortly after they were
discovered, a government spokesman said. The case highlights an increasing
trend of hackers hijacking vulnerable Web servers for the purpose of
advocating radical nolitical and terronist ideclomies.

» Comment on this story
* Send this story to a friend
» Get Home Delivery

4] Start downloading from site: http:/fwww.detnews.com/[2004/technology /0407/15/technology -212966.htm
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How do Hackers find
your unlocked doors?

.Pc:rt Stahners
Vulnerability Scanners
Web Application Scanners

Attackers have unlimited amounts of time and
resources

Attackers often find issues with sites and publish
their techniques to obscure locations (chat rooms,
foreign language hacker forums, etc.)
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F* Here iz & liccls proggle reputed to makes Jolaris 2.5 machines

** gporally unresponsive for the duration of the attask. You noed
** & real inteInat connection Irom the attacker to the wistim,

*¥ Bur very littls bandwideh is required to ksep the vietim “down 'n
¥%  gut™ once the attack 19 underwvay. I£ cthe output of dota stopa
% for long pauses, the attack ia working. If the dots keep coming
¥ Zaat or you get a JIGPIPE, the attack didn't work.

e

¥* The wvictim must offer & login prompt on poret 23.

Ll

**# Thiz isn't 100% == somy machines realst, and you may have to try
*F pultiple Cimes on soms mashines, but vith & fev tries most 2.5
#* machines seem to bite it hard.

e

** To make, 1I your ayatem 13 B3D"iah: go¢ <thiafile>

L +++ 12 your system i3 SysV'ish: goo =lnal =lsocker <thisfilex
E

**  Usage: &.0ut <victim's hosthnams>

LA

** Hawve phun!

wf

Winclude <signal.h>
Winslude <sysStypes.he
Winclude <aysfsockst.h>
Finslude <netinet/in.h»
Wincluds <netdb.h>
Finzlude <arpastelnet.h>
Wineclude <string.h>
Wineluds <unistd.h>

Hdefine BUFSIIE 100
Wdefine DOTS

vold satchit (void)
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Walcome to thie largest underground hacking evant in the word.

1978 - 2005

In Memary of Jogh Cahan,

ﬁfm dc forums
; aka Pac-gell

farum.defcon.org

] fdC Qroups
i Founded ta bring people who cater to

the same interests to share their
knowledge,

|||.|i|||||| lists
timg af r hacker
puter secunty maihng |

Misvrs

calendar of evenls
Submit your upcoming cons and othear
hacker related avents!

Audio B Video
Re-ancoded... includas new
content such as the Awards
Cersmony
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DEFCON 13

Las Vegas, Nevada, July 29-31, 2005
$80 USD CASH ONLY

Typical dress code: jeans and black t-shirts
Sample Seminars:

Credit Cards: Everything You have Ever Wanted to Know
Bypassing Authenticated Wireless Networks

Protecting Hackers’ Identities

TCP/IP Drinking Game with Mudge

Hacker Jeopardy XII - Fri and Sat night starting at 22:00
Shmoo-Fu: Hacker Goo, Goofs, and Gear with the Shmoo
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Cumulative Vulnerabilities Reported
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Rapidly decreasing time to éxploii:

Days from Discovery to Exploit
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CERTICC, Microsoft, SANS



Microsoft B
Microsoft’s August Security Bulletins

Released Tuesday August 9, 2005

CRITICAL

MS05-038 Cumulative Security Update for Internet Explorer
MS05-039  Vulnerability in Plug and Play
MS05-043  Vulnerability in Print Spooler Service

IMPORTANT
MS03-040  Vulnerability in Telephony Service
MS05-041  Vulnerability in Remote Desktop Protocol

MODERATE
MS05-042  Vulnerabilities in Kerberos
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MS-ISAC Background

Recognizing the need for collaboration and
communication between and among the

states, the MS-ISAC was established in
January 2003.

The MS-ISAC began with the Northeast states,
and quickly expanded.

The MS-ISAC meets monthly via conference
call and annually in person.

Currently all 50 states and the District of
Columbia participating.



Objectives of the MS-ISAC

e Disseminate early warnings of
cyber security threats

e Share security incident information
between Sectors

e Provide trending and other analysis
for security planning

e Distribute current proven security
practices and suggestions
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White House Homeland Security Council

U.S. Department of Homeland Security

» National Cyber Security Division

» Office of State and Local Government
Coordination

National Cyber Security Alliance
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Enterprise-wide
Cyber Security Program

Emerging Best Practices

Treat Security Architecture as a PROGRAM, not a PROJECT
Develop standards-based methodology (1sO, NIST, ITIL, COBIT, etc.)
Establish Policies and assign critical effectiveness metrics
Active and Aggressive Outreach Program

Place CISO/CSO as high in organization as possible. Enable
CISO/CSO to influence staff that are not direct reports

Develop and manage a close working relationship with
Department of Safety and Homeland Security

Partner with Vendors
Partner with a local university/college
Don't wait until you have to REACT



Steps to Success

Designate your primary Data Centers as desighated
as one of the State's most critical buildings. This
ensures accelerated emergency response, and around
the clock police coverage when the threat level is raised.

Increase focus and attention on policies,
procedures, standards to help prepare for and respond
to security concerns.

Partner with Emergency Management and Law
Enforcement.

Practice a major cyber security breach

Continually remind others of the threat: Governor’s
Office, Budget Office, and other key decision makers



35 MINUTES
REMAINING

Delaware’s first-ever
Cyber Security
. Tabletop Exercise

'“s&;{tember 13, 2005
i










Everyone’s Challenges

The need for security is growing as fast as our customer’s
needs for access and sharing of data

Keeping our toolkit and defenses as advanced as the
hackers’

Staying current with vendors’ security patches—requires
planning and testing

Continued education and awareness for the budget
writers and other decision makers regarding the cyber
security threat

Find alternative funding sources

Requires continued vigilance, continued investment of
resources, and a concerted long-term effort



IN CONCLUSION

Together, we are making significant
progress in the protection of
Government’s information and
communications assets,

there is more work to be done.
This is a race with no finish line.



YOU'’VE BEEN

WARNED



Questions?

" iamuEiT O TecioLoaY & v RN
Evabling Exvellonce In Deloware St Governaent

Elayne M. Starkey
Chief Technology Officer

State Of Delaware
Wiilliam Penn Building
801 Silver Lake Boulevard
Dover, DE 19204-2407

Voice: 302-739-9631

Fax: 302-739-6251

elayne starkey@state de us
SLC: D-410
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