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Abstract:

Partnering to Address the Evolving Threat

Today’s reliance on information and communications technology to deliver
essential services and conduct a wide range of online transactions requires
effective public-private partnerships, policies, and practices to protect our
most sensitive data and networks. This briefing will focus on the collective
challenge we face in securing the next generation of technologies and how
government, industry and individuals have a shared responsibility to secure
our networks in the enterprise, in the cloud, and at the endpoints. With the
daily introduction of new applications for mobile devices, cloud computing,
and identity management in the marketplace, attack vectors are on the rise
and increasingly sophisticated. To meet these challenges, we must rethink
how we partner, how we manage risk and enhance resilience, and how we
improve the overall condition of our critical information infrastructure if we
are to yield significant security benefits in today’s resource constrained
environment.




